
BEAUMONT-CHERRY VALLEY WATER DISTRICT
560 Magnolia Avenue, Beaumont, CA 92223

NOTICE AND AGENDA 
REGULAR MEETING OF THE BOARD OF DIRECTORS

ENGINEERING WORKSHOP

This meeting is hereby noticed pursuant to 
California Government Code Section 54950 et. seq. 

Thursday, February 27, 2025 - 6:00 p.m.
560 Magnolia Avenue, Beaumont, CA 92223

TELECONFERENCE NOTICE
The BCVWD Board of Directors will attend in person at the BCVWD Administrative Office 

and/or via Zoom video teleconference pursuant to Government Code 54953 et. seq.

To access the Zoom conference, use the link below: 
https://us02web.zoom.us/j/84318559070?pwd=SXIzMFZCMGh0YTFIL2tnUGlpU3h0UT09

To telephone in, please dial: (669) 900-9128
Enter Meeting ID: 843 1855 9070 | Enter Passcode: 113552

For Public Comment, use the “Raise Hand” feature on the video call when 
prompted. If dialing in, dial *9 to “Raise Hand” when prompted

Meeting materials are available on the BCVWD’s website:
https://bcvwd.gov/document-category/regular-board-agendas/

BCVWD provides remote attendance options primarily as a matter of 
convenience to the public. Unless a Board member is attending remotely 
pursuant to provisions of GC 54953 et. seq., BCVWD will not stop or 
suspend its in-person public meeting should a technological interruption 
occur with respect to the Zoom teleconference or call-in line listed on the 
agenda. Members of the public are encouraged to attend BCVWD meetings 
in person at the above address, or remotely using the options listed.
Members of the Public are not required to provide identifying information in 
order to attend public meetings. Through the link above, the Zoom platform 
requests entry of a name and email address, and BCVWD is unable to 
modify this requirement.
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Call to Order: President Slawson 
 
Pledge of Allegiance: Director Ramirez  
 
Invocation: Vice President Williams 
 
Announcement and Verification of 
Remote Meeting Participation (if any) 
Pursuant to AB 2449 or GC 54953(b) 
 
Roll Call 
and Introduction of Staff Members Present 
 
Public Comment 
 

PUBLIC COMMENT:  RAISE HAND OR PRESS *9 to request to speak when prompted. If 
you are present in the Board Room, please fill out a Request to Speak card and deliver it 
to the Recording Secretary. 
At this time, any person may address the Board of Directors on matters within its jurisdiction.  However, 
state law prohibits the Board from discussing or taking action on any item not listed on the agenda. Any 
non-agenda matters that require action will be referred to Staff for a report and possible action at a 
subsequent meeting.  

Please limit your comments to three minutes.  Sharing or passing time to another speaker is not 
permitted. 

 
 
ACTION ITEMS 
Action may be taken on any item on the agenda. Information on the following items is included in 
the full Agenda Packet. 
 
1. Adjustments to the Agenda: In accordance with Government Code Section 54954.2, 

additions to the agenda require a 2/3 vote of the legislative body, or if less than 2/3 of the 
members are present, a unanimous vote of those members present, which makes the 
determination that there is a need to take action, and the need to take action arose after the 
posting of the agenda.  
a. Item(s) to be removed or continued from the Agenda 
b. Emergency Item(s) to be added to the Agenda 
c.   Changes to the order of the agenda 
 

2. District Capital Improvement Plan Quarterly Update (pages 5 - 16) 
 
 
 

BCVWD ENGINEERING WORKSHOP – FEBRUARY 27, 2025 

Roll Call - Board of Directors 

 President Daniel Slawson 

 Vice President Lona Williams 

 Secretary Andy Ramirez 

 Treasurer David Hoffman 

 Member John Covington 
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3. Review of Water Supply Assessment for Water Service for the Proposed Beaumont 

Heights Project located southeast of the intersection of California Avenue and Highway 
79 (pages 17 - 90) 
 

4. Resolution 2025-__: Amending the District’s Policies and Procedures Manual (pages 91 
- 145) 

a. Policy   7004  Email and Communication (pages 102 - 123) 
b. Policy   7006  Password (pages 124 - 134) 
c. Policy   7011  Cellular Telephone Usage (pages 135 - 145) 

 
 

5. Request for Update to Will-Serve Letter for Proposed Phase 2 of Wolverine Project 
Located North of Prosperity Way and East of Potrero Boulevard (Previously Known as 
Parcel Map 34209 and Crossroads Logistics Center) (pages 146 - 154) 

 
6. Nominations for California Special Districts Association Board of Directors, Southern 

Network Seat B  (pages 155 - 161) 
 

7. Discussion of Data Scrubbing Services - LeoWeb Protect Services (pages 162 - 164) 
 

8. Topic List for Future Meetings 
 

 Item requested Date of request Requester 
A Report on alternative energy sources 

(Agendize in the next quarter) 
1/23/25 Ramirez 

 
 

9. Announcements  
Check the meeting agenda for location and/or teleconference information: 
 Beaumont Basin Watermaster Committee: Wednesday, Mar. 5 at 11 a.m. 
 Collaborative Agencies Committee: Wednesday, Mar. 5 at 5 p.m. 
 Finance & Audit Committee meeting: Thursday, Mar. 6 at 3 p.m. 
 Regular Board Meeting: Wednesday, Mar. 12 at 6 p.m. 
 Personnel Committee: Tuesday, Mar. 18 at 5:30 p.m. 
 San Gorgonio Pass Regional Water Alliance: Wednesday, Mar. 26 at 5 p.m. 
 Engineering Workshop: Thursday, Mar. 27 at 6 p.m. 
 Beaumont Basin Watermaster Committee: Wednesday, Apr. 2 at 11 a.m. 

 
  

BCVWD ENGINEERING WORKSHOP – FEBRUARY 27, 2025 

2025-02-27 BCVWD Board of Directors Meeting Agenda - Page 3 of 164



 
10. Closed Session 

 
CONFERENCE WITH REAL PROPERTY NEGOTIATORS 
Pursuant to California Government Code Section 54956.8 
Property: Sites Reservoir and water rights associated therewith 
Agency Negotiator: Dan Jaggers, General Manager 
Under Negotiations: Continued participation in financial support of the Project 

 
 
11.  Report on Action Taken During Closed Session 
 
12. Adjournment 
 
 

NOTICES 
 
AVAILABILITY OF AGENDA MATERIALS - Agenda exhibits and other writings that are disclosable public 
records distributed to all or a majority of the members of the Beaumont-Cherry Valley Water District Board 
of Directors in connection with a matter subject to discussion or consideration at an open meeting of the 
Board of Directors are available for public inspection in the District's office, at 560 Magnolia Avenue, 
Beaumont, California ("District Office”) during business hours, Monday through Thursday from 7:30 a.m. to 
5 p.m. If such writings are distributed to members of the Board less than 72 hours prior to the meeting, they 
will be available from the District Office at the same time or within 24 hours’ time as they are distributed to 
Board Members, except that if such writings are distributed one hour prior to, or during the meeting, they 
can be made available in the Board Room at the District Office. Materials may also be available on the 
District’s website: https://bcvwd.gov/. (GC 54957.5) 
 
REVISIONS TO THE AGENDA - In accordance with §54954.2(a) of the Government Code (Brown Act), 
revisions to this Agenda may be made up to 72 hours before the Board Meeting, if necessary, after mailings 
are completed.  Interested persons wishing to receive a copy of the set Agenda may pick one up at the 
District's Main Office, located at 560 Magnolia Avenue, Beaumont, California, up to 72 hours prior to the 
Board Regular Meeting. 
 
REQUIREMENTS RE: DISABLED ACCESS - In accordance with Government Code §54954.2(a), and the 
Americans with Disabilities Act (ADA), requests for a disability related modification or accommodation, 
including auxiliary aids or services, in order to attend or participate in a meeting, should be made to the 
District Office. Notification of at least 48 hours in advance of the meeting will generally enable staff to make 
reasonable arrangements to ensure accessibility.  The Office may be contacted by telephone at (951) 845-
9581, email at info@bcvwd.gov or in writing at the Beaumont-Cherry Valley Water District, 560 Magnolia 
Avenue, Beaumont, California 92223. 

 
CERTIFICATION OF POSTING 

 
A copy of the foregoing notice was posted near the regular meeting place of the Board of Directors of 
Beaumont-Cherry Valley Water District and to its website at least 72 hours in advance of the meeting 
(Government Code §54954.2(a)). 
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 1

District Capital Improvement Plan 
Update

Presentation to
Board of Directors
February 27, 2025

Engineering Workshop
1

District CIP Overview
Ongoing Projects
Upcoming Projects

2

1

2
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 2

Ongoing Projects
(Under Construction)

3

3040 Pressure Zone Cherry 
Avenue / International Park 
Road Transmission Pipeline

T-3040-0001 (P-3040-0009)

2,400 LF of 24” Potable 
Pipeline
• Remaining Work – Valve Installation
• Estimated Total Cost $2.17M

Project to Receive ARPA Funding in the 
Amount of Approx. $1.28M

Ongoing Projects

4

3

4
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 3

Well Replacement & New Wells
Ongoing Projects

StatusEstimated 
CostWell TypeLocationCIP Project #Well

#

Project Under 
Construction$4.96MReplacement12th & PalmW-2750-00051A

To Begin After Well 
1A Drilling 
Completion

$7.13MReplacement12th & MichiganW-2750-00012A

Proposing to 
Relocate to NCRF 

Phase 1
$8.39MNewNoble Creek ParkW-2750-000230

Proposing to 
Relocate –

Location to be 
Discussed Later

$8.39MNewWithin Tract 31470-
2 (Sundance)W-2850-000131

5

2023 Replacement Pipelines
LengthDiameterCIP Project #Pipeline

+/-850 LF8”P-2750-0091Elm Avenue
South of 4th Street1

Ongoing Projects

• Construction Completed – September 2024

6

This is 1 of 3 pipelines. The other 2 pipelines are identified on Page 15

5

6
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 4

Ongoing Projects
(Design)

7

Well Feasibility and   
Siting Study

• Project is Approx. 99% Complete

• District is Reviewing the Draft Study 
and Model Matrix

• Estimated Cost - $92,000

Ongoing Projects 

8

7

8
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 5

“B” Line Upper Edgar 
Transmission Pipeline
(P-3620-0001)

3,000 LF of 12” Potable 
Pipeline
• Design 100% Complete
• CEQA/NEPA 100% Complete
• Awaiting Materials – Late March 

2025
• Cost – Approx. $1.5M
Project to Receive ARPA Funding 
in the Amount of Approx. $1.3M

Ongoing Projects

9

2017 Pipelines – Pipeline #3
Egan Avenue (Alley) – 5th

Street to California Avenue 
(P-2750-0069)

Approx. 730 LF of 8” Potable Pipeline
• Design 100% Complete
• CEQA/NEPA 100% Complete
• To be Bid with 11th Street Pipeline
• Cost – Approx. $173k

Ongoing Projects

10

9

10
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 6

Noble Tank No. 2 & 
Cherry Avenue Pipeline 
(T-3040-0001)

• Design 100% Complete
• CEQA/NEPA 100% Complete

• Bid Documents Being 
Prepared

• Cost $4.15M – Tank

Ongoing Projects

11

Noble Creek Recharge 
Facility Phase 2 Grading and 

Water Transfer Upgrades

• Pond 1 – New Tank Pad Grading

• Pond Water Transfer Facility Upgrades 

• Work to be conducted 2024-2025, 
contingent on import and storm water 
operations.

Ongoing Projects

12

11

12
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 7

2020-2021 Replacement Pipelines

• Design – 90% Complete
• CEQA – 100% Complete
• Coordination with DWR Required

Ongoing Projects

Approx. 
Length (ft)

Proposed 
DiameterCIP Project #Pipeline

2508”P-3040-0024Lambert Road1

2508”P-3040-0023Bing Place2

1,1808”P-3040-0025View Drive, Sky Lane, 
Star Lane3

7008”P-3040-0026Utica Way4

1,4508”P-3330-0003Avenida Sonrisa5

4008”P-3620-0009Avenida Miravilla6

• Cost - $1.62M
• All Pipelines Located in 

Cherry Valley
13

Ongoing
Projects

2023-2024 Service Lateral 
Replacements (P-2750-0098)

• Continued City Pavement 
Rehabilitation

• Surveying To Begin Shortly
• Estimated to be 60 Existing 

Service Laterals
• Survey Contract Being 

Prepared
• Estimated Cost $574k

14

13

14
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 8

2023 Replacement Pipelines
LengthDiameterCIP Project #Pipeline

+/-2,000 LF8”P-2750-0056
11th Street -
Elm Ave to west of 
Beaumont Ave

1

+/-1,200 LF8”P-2750-0095American Avenue
6th Street to 8th2

Ongoing Projects

• Design – 90% Complete
• Environmental Notice of Exemption – Complete 
• Estimated Total Project Cost - $ 2.31M

15

District staff plans to self-perform the construction of American Avenue

Ongoing Projects

Tank Coating & Rehabilitation

• Cherry No. 1 Tank (TM-2750-0001)
• Cherry No. 2 Tank (TM-2750-0001)
• Vineland No. 1 Tank (TM-2850-0001)
• Lower Edgar Tank (TM-3040-0001)

• District is currently working on Bid 
Documents

• Estimated Cost - $140,210 (Consultant)

16

15

16
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 9

Ongoing
Projects

Potable Pressure Zone 2850 to 
3040 (BP-2850-0001)

• Project Awarded to Consultant
• Design Underway

Pressure Zone 2750 to 2850 
(BP-2750-0001)

• Preliminary Design Underway

Non-Potable 2800 Pressure 
Zone at WWTP (NBP-2600-0001)
• Continued Efforts with City Regarding 

Recycled Water

17

Ongoing Projects

Non-Potable Pressure Regulating 
Station 

Pressure Zone 2600 to 2400           
(NR-2600-0001)

• Palmer Avenue between Armour Ave & Morris St.
• Coordination with Fairway Canyon HOA
• Suveying to Begin Shortly
• District Staff has potholed existing utilities within 

Palmer
• Engineering performing preliminary alignment 

evaluation

18

17

18
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 10

Future Projects
(Planning / RFP)

19

Administration / Operations 
Center

• Space Needs for Engineering 
Department and Operations 

• Services must expand to accommodate 
growth per the Urban Water 
Management Plan

• The current configurations are outdated 
and in disrepair

• Scope for Surveying of Property being 
evaluated

Future 
Projects

20

19

20
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 11

Chromium VI 
Implementation Project

• SWRCB Voted to Adopt an MCL= 10μg/l 
on April 17, 2024. 

Future 
Projects

21

Future 
Projects

Non-Potable PRV Stations

• Pressure Zone 2800 to 2600 (NR-2800-0001)
• Deodar & I-10 Crossing

• Pressure Zone 2800 to 2600 (NR-2800-0002)
• 4th Street and Potrero Blvd.

22

21

22
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2/19/2025

BCVWD Engineering Workshop - April 25, 2024 12

Future Projects
2024 Replacement Pipelines

Est. CostLengthDiameterCIP Project #Pipeline

$456,000+/- 1,250 LF8”P-2750-0066Egan Avenue – 5th Street to 8th Street1

$192,000+/- 615 LF8”P-2750-0067Wellwood Avenue – 5th Street to 7th

Street2

$120,700+/- 450 LF8”P-2750-0068Elm Avenue – 6th Street to 7th Street3

$397,600+/- 1,320 LF8”P-3040-0021Lincoln Avenue – Noble Street to West 
End4

$629,900+/- 1,000 LF8”P-3330-0007Avenida Sonrisa – North to Avenida 
Miravilla through Alley5

$700,300+/- 1,100 LF8”P-2750-00099Orange Avenue – 6th Street to 8th Street5

23

Engineering Consultant Awarded on February 12, 2025.

Future 
Projects

24

2025 Service Replacement Project
Service Replacement / Relocation for Elm 
Avenue and Wellwood Avenue from 8th Street 
to 10th Street

Staff is preparing the Surveying Scope for 
Solicitation to On-Call Surveyors

Current Budget - $299,700 

23

24
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Beaumont-Cherry Valley Water District
Regular Board Meeting

February 27, 2025
Item 3

STAFF REPORT
TO: Board of Directors

FROM: Dan Jaggers, General Manager

SUBJECT: Review of Water Supply Assessment for Water Service for the Proposed 
Beaumont Heights Project located southeast of the intersection of 
California Avenue and Highway 79

Staff Recommendation
No recommendation. This Staff Report is for discussion purposes only.

Executive Summary
In June 2024, District staff received a formal request to review a Water Supply Assessment (WSA) 
for the Beaumont Heights Industrial Project (Project), which is located southeast of the 
intersection of California Avenue and Highway 79. The Project site location is not within the 
current District Service Boundary; however, the Project site location is within the District’s Sphere 
of Influence, therefore annexation will be required. The WSA ultimately indicates that there is 
sufficient supply to serve this Project. Table 1, below, provides a brief summary of the proposed 
project.

Table 1 – Project Summary
Applicant / Developer Cindy Khov
Development Type Industrial
Development Name Beaumont Heights
Annexation Required (Yes/No) Yes
Estimated Potable Water Consumption 105.7 EDUs
Estimated Non-Potable Water Consumption 433.9 EDUs
Estimated Total Water Consumption 539.6 EDUs

Background

In June 2024, District staff received a formal request to review a Water Supply Assessment for a 
project identified as the Beaumont Heights Industrial Project. The Project is located southeast of 
the intersection of California Avenue and Highway 79. The Project is not within the District’s 
Service Boundary; however, the Project is within the District’s Sphere of Influence. It is District 
staff’s understanding that the Applicant plans to contact the Riverside County Local Agency 
Formation Commission (LAFCO) to undergo the annexation process into the District 
(approximately 384 acres of land, shown in Figure 1, herein). The purpose of this Staff Report is 
for review and discussion of the WSA prepared by the consultant (Michael Baker International) 
for the aforementioned project.
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Figure 1 – Beaumont Heights Project Location

Discussion
The proposed Beaumont Heights Project consists of approximately 384 gross acres of land over 
multiple parcels. The affected parcels, which are shown in Figure 1, are described further in Table 
2, below.

Table 2 – Beaumont Heights Assessor Parcel Numbers

Parcel 
No. APN No. Parcel 

No. APN No. Parcel 
No. APN No.

1 424-090-007 5 424-110-009 9 424-130-003
2 424-090-008 6 424-110-010 10 424-140-001
3 424-110-007 7 424-130-001 11 428-020-001
4 424-110-008 8 424-130-002

The Project’s water demands for the proposed Project have been estimated based upon similar 
industrial projects. The estimated water demand for the Project is 294.4 acre-feet per year (AFY). 
This consists of approximately 57.7 AFY water demand for potable water use and 236.7 AFY 
water demand for non-potable water use.
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Table 3 – Beaumont Heights Estimated Water Demand

Description Land Use Building 
Area (SF)

Potable Water 
Demand (AFY)

Non-Potable 
Water Demand 

(AFY)

Building 1 Office 13,151 7.1 54.1
Warehouse 622,471

Building 2 Office 27,492 15.4 82.6
Warehouse 1,348,552

Building 3 Office 32,838 16.6 54.6
Warehouse 1,446,082

Building 4 Office 24,996 18.6 45.4
Warehouse 1,631,309

TOTAL 5,146,891 57.7 236.7

The WSA ultimately identifies that there is sufficient water supply to serve this Project. The WSA 
analyzes the District demands versus supplies in normal and dry year conditions, which coincides 
with the District Urban Water Management Plan (UWMP). The WSA references the District 2020 
UWMP and the San Gorgonio Pass Water Agency (SGPWA) 2020 UWMP to determine the 
available water sources to the District. District staff also ensured that the available water sources 
from the City of Ventura and Casitas Municipal Water District exchange agreement were 
accounted for.

District staff is currently working with the Developer’s consultant to determine the infrastructure 
required to supply the water demands for the Project. There is an existing 24-inch ductile iron 
pipe (DIP) potable water main which terminates at the southerly end of Manzanita Parkway which 
could serve this Project. There is also an existing 24-inch DIP potable water main which 
terminates approximately 380 linear feet (LF) south of the intersection of 1st Street and California 
Avenue which could serve this Project as a secondary source to provide redundancy.

District staff has also identified a 24-inch DIP non-potable water main within Manzanita Parkway 
which could serve the Project’s non-potable water demands and an existing 24-inch DIP non-
potable water main located within the intersection of California Avenue and 1st Street. The total 
estimated water demands for this Project are further described in the WSA (see Attachment 2 –
Draft Water Supply Assessment for Beaumont Heights).

District staff identifies that the purpose of this Staff Report is for discussion purposes only. 
Subsequent to discussion with the Board and public comment, District staff understands that the 
Applicant may return to the Board at a later date to request approval for the WSA as discussed 
herein, as well as to request a Will-Serve Letter for provision of water service.

District staff further identifies that additional review of the Applicant’s proposed connection to the 
existing system in the vicinity of the Project will be required. District has continued to work with 
the Applicant’s engineer to determine the most feasible system to provide the required Project 
demands and the required fire flow demands as determined by the Fire Department. 
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District staff has informed the Applicant that a Plan of Service document will be required for 
annexation into the District Service Boundary through Riverside LAFCO. It is District staff’s 
understanding that the City of Beaumont will act as the lead agency for the Project’s annexation 
proceedings.

Fiscal Impact
There is no fiscal impact to the District. 

Attachments
1. Beaumont Heights Site Plan
2. Draft Water Supply Assessment for Beaumont Heights

Staff Report prepared by Evan Ward, Associate Civil Engineer I
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DRAFT

Attachment 2 - Draft Beaumont Heights Water Supply Assessment
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DRAFT
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DRAFT
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DRAFT
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DRAFT
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DRAFT
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DRAFT
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BEAUMONT HEIGHTS BUSINESS CENTRE PROJECT
NOTICE OF PREPARATION

Regional VicinityNOT TO SCALE
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Beaumont-Cherry Valley Water District
Regular Board Meeting

February 27, 2025
Item 4

STAFF REPORT
TO: Board of Directors

FROM: Dan Jaggers, General Manager

SUBJECT: Resolution 2025-__: Amending the District’s Policies and Procedures 
Manual:

a. Policy   7004 Email and Communication
b. Policy   7006 Password
c. Policy   7011  Cellular Telephone Usage

Staff Recommendation
Adopt Resolution 2025-__ Amending the District’s Policies and Procedures Manual. 

Executive Summary
As part of the ongoing updates to the District’s Policies and Procedures Manual, staff identified 
various administrative policies that require revision. Staff requests consideration of the policy 
amendments as recommended. Following this staff report are individual summaries of the 
proposed changes to each policy. 

Background

On March 18, 2009, the Board of Directors adopted Resolution 2009-05, establishing a Policies 
and Procedures Manual applicable to the Board of Directors and District staff. The document has 
been updated periodically as needed over the years, and in 2018, the Personnel Committee 
directed staff to review, revise and update all polices in order of priority based on safety and legal 
standards. Staff has worked to address policies individually and has produced drafts based on 
advice of legal counsel, changes in state and federal law, and review of sample policies from the 
Association of California Water Agencies / Joint Powers Insurance Authority (ACWA/JPIA), the 
California Special Districts Association (CSDA), and other water districts and local agencies. 

Summary / Action
Consider the following new and revised policies to the BCVWD Policies and Procedures 
Manual:

Replace or Revise Policy: With the New or Revised Policy:

A
Part I, Section 45, Internet, Email, and 
Electronic Communication Ethics, Usage and 
Security

Policy 7004 Email and Communication

B
Part I, Section 45, Internet, Email, and 
Electronic Communication Ethics, Usage and 
Security (Subsection C, ii)

Policy 7006 Password

C Part I, Section 46, Cellular Telephone Usage Policy 7011 Cellular Telephone Usage
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Fiscal Impact: Please refer to attached staff reports for fiscal impact.

Attachments
1. Proposed Resolution 2025-__ with clean draft attachments:

a. Policy 7004 Email and Communication
b. Policy 7006 Password
c. Policy 7011 Cellular Telephone Usage

2. 7004 Email and Communication – Staff Report
a. Redlined Version of Policy 7004: Email and Communication   
b. Side-by-Side Version of Policy 7004: Email and Communication   
c. National Institute of Standards and Technology (NIST) Fact Sheet
d. California Public Records Act (California League of Cities)
e. California Consumer Privacy Act (CCPA) Summary and Key Issues

3. 7006 Password – Staff Report
a. Redlined Version of Policy 7006: Password   
b. Side-by-Side Version of Policy 7006: Password   

4. 7011 Cellular Telephone Usage – Staff Report
a. Redlined Version of Policy 7011: Cellular Telephone Usage   
b. Side-by-Side Version of Policy 7011: Cellular Telephone Usage   
c. California Vehicle Code § 23124 Summary
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ATTACHMENT 1 DRAFT Resolution

RESOLUTION 2025-__

A RESOLUTION OF THE BOARD OF DIRECTORS OF 
THE BEAUMONT-CHERRY VALLEY WATER DISTRICT
AMENDING THE DISTRICT’S POLICIES AND 
PROCEDURES MANUAL

WHEREAS, on March 18, 2009 the Board of Directors of the Beaumont-Cherry Valley Water 
District adopted Resolution 2009-05, establishing a Policy and Procedures Manual applicable to 
Board of Directors and District staff; and

WHEREAS, upon review and discussion, the Personnel Committee, and the Finance and Audit 
Committee of the Board of Directors recommended revisions to the Policy and Procedures 
Manual based on advice given by the District’s legal counsel; and

WHEREAS, the Board of Directors has reviewed and considered the revisions to the subject 
policies attached hereto and listed below,  finds the new or revised policies relevant and 
acceptable, and it to be in the best interests of the District that the following actions be taken,

NOW THEREFORE, BE IT RESOLVED by the Board of Directors of the Beaumont-Cherry Valley 
Water District as follows: 

The BCVWD Policies and Procedures Manual sections are revised or replaced per the attached 
exhibits as indicated below:

Replace or Revise Policy: With the New or Revised Policy:

A Part I, Section 45, Internet, Email, and Electronic 
Communication Ethics, Usage and Security

Policy 7004 Email and 
Communication

B Part I, Section 45, Internet, Email, and Electronic 
Communication Ethics, Usage and Security Policy 7006 Password

C Part I, Section 46, Cellular Telephone Usage Policy 7011 Cellular Telephone 
Usage

ADOPTED this ______ day of ____________, ________, by the following vote:

AYES:
NOES:
ABSTAIN:
ABSENT:

ATTEST: 

DRAFT UNTIL APPROVED   DRAFT UNTIL APPROVED
_____________________________  _________________________________
Director Daniel Slawson, President of the Director Andy Ramirez, Secretary to the
Board of Directors of the   Board of Directors of the
Beaumont-Cherry Valley Water District Beaumont-Cherry Valley Water District
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POLICY TITLE: EMAIL AND COMMUNICATION
POLICY NUMBER: 7004

7004.1 Introduction. Beaumont-Cherry Valley Water District (BCVWD) relies on email and
communication tools as essential methods for conducting business. This policy ensures these tools
are used securely, responsibly, and in alignment with the National Institute of Standards and
Technology (NIST) principles, which provide a framework for cybersecurity and data protection. As
a California Special District, BCVWD adheres to state regulations, including compliance with the
California Public Records Act (CPRA) and the California Consumer Privacy Act (CCPA), ensuring
transparency, accountability, and data security in communications.

7004.2 Purpose. The purpose of this policy is to establish guidelines for the appropriate and
secure use of BCVWD’s email and communication systems, minimize risks such as data breaches
and misuse, and ensure compliance with NIST standards and California laws.

7004.3 Scope. This policy applies to all employees, contractors, and third parties who use
BCVWD’s email and communication systems for business purposes.

7004.4 Policy Details
7004.4.1 General Use and Ownership

a. Employees must use BCVWD’s email and communication systems for authorized
business purposes only.

b. All emails must use clear, friendly, and business-appropriate language to maintain 
professionalism.

c. Personal email accounts are not permitted for District business use under any
circumstances.

d. Employees are discouraged from accessing personal email accounts while using District
devices to maintain system integrity and focus on work-related activities.

7004.4.2 Security Measures
a. Emails containing sensitive, confidential, or personally identifiable information (PII) must

be encrypted in accordance with NIST standards.
b. Employees must exercise caution when handling emails from unknown sources

to prevent phishing attacks. Avoid clicking on suspicious links or downloading
untrusted attachments.

c. Multi-factor authentication (MFA) is required to access District email accounts to
prevent unauthorized access.

d. Employees accessing District email via mobile devices must use District-
approved applications and comply with the Mobile Device Management Policy
to ensure secure communications.

7004.4.3 Retention and Transparency
a. Business-related emails are subject to retention and archiving per BCVWD’s Electronic

Data Retention and Records Management Policy to ensure compliance with the
California Public Records Act (CPRA).

b. Employees must not delete emails containing critical business information, compliance
records, or other District-related documentation without proper authorization.

7004.4.4 Prohibited Activities
a. Sending, receiving, or forwarding inappropriate, offensive, or discriminatory content via 
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email is strictly prohibited.
b. Employees must not use BCVWD’s email system for personal gain, solicitation, or non-

work-related activities.
c. District-issued email accounts must not be used for personal communications unrelated

to District operations.

7004.4.5 Best Practices
a. Use descriptive subject lines to clarify the content of emails and facilitate easier

management of email records.
b. Limit the use of “Reply All” to essential communications to reduce unnecessary email

traffic and maintain efficiency.
c. Avoid sharing passwords or allowing unauthorized access to District email accounts.

      7004.4.6 Monitoring
a. BCVWD reserves the right to monitor email and communication systems to ensure

compliance with this policy. Monitoring will be conducted in accordance with state laws
and District procedures to balance security with employee privacy.

      7004.4.7 Reporting Incidents
a. Any suspected email-related security incidents, such as phishing attempts, unauthorized

access, or email system breaches, must be reported immediately to the IT
Department.

b. Reported incidents will be addressed in accordance with BCVWD’s Incident Response
Policy, ensuring timely containment, mitigation, and documentation of any breaches.

     7004.4.8 California Compliance
a. As a California Special District, BCVWD’s email communications must comply with the

California Public Records Act (CPRA) to ensure transparency and public access to
records, and California Consumer Privacy Act (CCPA) to safeguard sensitive employee,
customer, and stakeholder data.

    7004.4.9 Water Sector Guidelines
a. Employees must handle regulatory notices, disaster-related communications, and other

water sector specific matters securely, ensuring adherence to District policies and state
requirements.

b. Confidential information related to water infrastructure, vendor communications,
customer specific data, or proprietary data must be protected in all email exchanges.

   7004.4.10 Third-Party Communications
a. When engaging with third-party vendors or contractors via email, employees must

ensure that communications adhere to BCVWD’s security standards. Vendors are
expected to follow secure communication practices as outlined in contractual
agreements.

7004.5 Review and Revision Policy. The Information Technology Department will review the 
"Acceptable Use Policy" annually to ensure it remains current and effective in addressing the needs
of the organization and any changes in regulatory or technological requirements. During the review
process, the policy will be evaluated for its effectiveness, compliance with relevant regulations,
alignment with the National Institute of Standards and Technology (NIST), and adherence to
applicable local and state laws governing IT resource usage. Necessary updates or revisions will be
made to ensure the policy continues to meet the district’s requirements and supports its mission. 
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POLICY TITLE: PASSWORD 
POLICY NUMBER: 7006

7006.1 Introduction. Beaumont-Cherry Valley Water District (BCVWD) recognizes that strong
password practices are essential for protecting access to its systems, networks, and sensitive data.
This policy establishes password management requirements aligned with the National Institute of
Standards and Technology (NIST) standards, ensuring secure access while minimizing risks 
associated with unauthorized access or data breaches. As a California Special District, BCVWD
ensures compliance with applicable state regulations and cybersecurity best practices.

7006.2 Purpose . The purpose of this policy is to define requirements for the creation,
management, and use of passwords to safeguard BCVWD’s IT resources, ensuring alignment with
NIST guidelines and compliance with California’s privacy and cybersecurity laws.

7006.3 Scope. This policy applies to all employees, contractors, and third parties who access
BCVWD’s IT systems, applications, devices, voicemail systems, physical security systems (e.g.,
gate codes, alarm codes), or other password-protected resources.

7006.4 Policy Details
7006.4.1 Password Creation and Complexity

a. Passwords must meet complexity requirements, including a mix of uppercase and
lowercase letters, numbers, and special characters.

b. Passphrases, such as a sequence of random words, are encouraged for greater
memorability and security

c. Default passwords provided with devices, systems, or applications must be changed
upon first use.

d. Generic passwords or shared accounts should not be used unless explicitly authorized
by the IT Department for a specific operational purpose. These accounts must have
passwords that change periodically and be closely monitored.

7006.4.2 Password Management
a. Employees must not reuse passwords across multiple accounts or use passwords

previously used for BCVWD systems.
b. Password changes are only required when there is evidence of compromise or as

directed by the IT Department.
c. Passwords must not be written down or stored in plain text. Employees are encouraged

to use a District-approved password manager for secure storage.
d. Employees will receive automated email notifications whenever a password change is

made to their account. If a user does not recognize the change, they must report it
immediately to the IT Department.

e. The IT Department will periodically evaluate the effectiveness of password policies,
including lifecycle requirements, based on evolving threat landscapes and best
practices, ensuring passwords meet security needs without imposing unnecessary
user burden.

7006.4.3 Multi-Factor Authentication (MFA)
a. Multi-factor authentication (MFA) is required whenever possible for accessing BCVWD

systems, email, and sensitive applications to enhance security.
b. Employees must promptly notify the IT Department if they lose access to their

secondary authentication method (e.g., mobile device, hardware token).
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c. Passwords for remote access tools, such as VPN or remote desktop applications, must 
meet complexity requirements and be protected by multi-factor authentication (MFA)
when possible, to ensure secure access from external networks.

7006.4.4 Password Protection
a. Passwords must not be shared under any circumstances, including non-computer

systems such as mobile devices, voicemail systems, gate codes, and alarm codes.
b. Any requests for passwords, regardless of the source, must be directed to the IT

Department for verification and handling. Employees must report any suspected
password compromises to the IT Department immediately.

c. Temporary or one-time passwords issued by the IT Department must be used only for
their intended purpose and changed immediately upon first login.

d. Password reset requests must be submitted through secure channels, such as the IT
helpdesk portal, and verified using identity confirmation methods (e.g., employee ID
verification or multi-factor authentication).

e. Passwords and access codes for physical security systems (e.g., gate codes, alarm
codes) must adhere to the same confidentiality and complexity standards as IT
passwords. These codes must be updated periodically and immediately upon
suspected compromise.

7006.4.5 Account Lockout
a. User accounts will be locked after three (3) consecutive failed login attempts to prevent

unauthorized access.
b. Locked accounts will remain inaccessible for 30 minutes or until unlocked by authorized

IT personnel after verifying the user’s identity.

7006.4.6 Special Considerations for System Accounts
a. Administrative and system accounts must use unique, complex passwords that are

different from user-level accounts.
b. Shared accounts (e.g., service accounts) must be approved by the IT Department,

including enhanced logging and monitoring, and be limited to use cases where individual
accounts are impractical. Each use of a shared account must be traceable to an
individual user.

c. Vendors and contractors accessing BCVWD systems must adhere to the same
password requirements, including complexity, change intervals, and MFA. Contractors
requiring shared accounts must obtain written approval from the IT Department.

7006.4.7 Monitoring and Enforcement
a. The IT Department will conduct periodic audits of password compliance and security

practices.
b. Non-compliance with the Password Policy may result in disciplinary actions, including

suspension of account access.
c. Failed login attempts will be logged and reviewed periodically by the IT Department to 

identify patterns of potential unauthorized access or brute-force attack attempts.

7006.4.8 California Compliance
a. BCVWD’s password practices comply with the California Consumer Privacy Act (CCPA)

and other applicable state cybersecurity regulations to ensure data protection.
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7006.4.9 Water Sector Guidelines
a. Passwords used to access water sector-specific systems (e.g., SCADA or water quality

monitoring systems) must adhere to enhanced security requirements as directed by 
NIST and industry best practices.

b. Periodic penetration testing will be conducted at least annually to evaluate the strength
of password controls, identify vulnerabilities, and address risks to both IT and operational
technology systems.

c. Critical systems such as SCADA must use customized password policies that address
their unique security and operational requirements.

d. High-risk accounts, such as administrative or SCADA accounts, may require periodic
password changes based on risk assessments conducted by the IT Department.

7006.4.10 Emergency Situations
a. In emergency scenarios, such as disaster recovery or major system failures, the IT

Department may implement temporary password overrides or bypass measures. These 
measures must be logged, monitored, and documented, with a full review conducted
post-incident to ensure compliance is restored.

7006.4.11   Awareness and Training
a. Employees will receive periodic training on secure password practices as part of

BCVWD’s Security Awareness and Training Program. Topics include creating strong
passwords, avoiding phishing attempts, and protecting credentials.

7006.5 Review and Revision Policy. The Information Technology Department will review the 
"Acceptable Use Policy" annually to ensure it remains current and effective in addressing the needs
of the organization and any changes in regulatory or technological requirements. During the review
process, the policy will be evaluated for its effectiveness, compliance with relevant regulations,
alignment with the National Institute of Standards and Technology (NIST), and adherence to
applicable local and state laws governing IT resource usage. Necessary updates or revisions will be
made to ensure the policy continues to meet the district’s requirements and supports its mission.
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POLICY TITLE: CELLULAR TELEPHONE USAGE
POLICY NUMBER: 7011

7011.1 Introduction . Beaumont-Cherry Valley Water District (BCVWD) recognizes the 
importance of cellular telephones for conducting District business efficiently and securely. This policy
establishes guidelines for the proper use and management of District-issued and personal cellular
telephones to ensure compliance with National Institute of Standards and Technology (NIST)
principles, California laws, and water sector regulations. By implementing these standards,
BCVWD ensures the protection of sensitive data and operational integrity.

7011.2 Purpose. The purpose of this policy is to define the appropriate use, security
requirements, and responsibilities related to cellular telephones used for District-related activities.
The policy aims to minimize risks such as data breaches, unauthorized access, and misuse, while
ensuring compliance with NIST cybersecurity standards, California laws, and public records
regulations.

7011.3 Scope. This policy applies to all employees, contractors, and third parties who use District-
issued or personal cellular telephones for work-related purposes, including access to District
systems, data, or communications.

7011.4 Policy Details
7011.4.1 General Use

a. District-issued cellular telephones are provided exclusively for work-related purposes.
Personal use must be limited to incidental activities that do not interfere with work
responsibilities or result in excessive costs to the district.

b. Personal cellular telephones must not be used for District-related activities unless
explicitly authorized under the Bring Your Own Device (BYOD) Policy and approved by
the Information Technology Department.

c. Cellular telephone usage must adhere to professional and ethical standards and comply
with all applicable District policies, including the Acceptable Use Policy.

7011.4.2 Security Requirements
a. District-issued cellular telephones must be configured to meet NIST security guidelines,

including:
i. Full Device Encryption
ii. Strong Authentication
iii. Automatic Lockout after a maximum of 5 minutes of inactivity

b. Employees must report lost, stolen, or compromised District-issued cellular telephones
to the IT Department immediately. The IT Department will remotely lock or wipe the
device to prevent unauthorized access.

c. Personal cellular telephones authorized for District use must comply with security
requirements outlined in the BYOD Policy and Mobile Device Management Policy,
including encryption and password protection.

d. Cellular telephones used to access District systems must be enrolled in the District’s
Mobile Device Management (MDM) program for enhanced monitoring and compliance.

e. District-issued cellular telephones must maintain a separation between personal and
work-related data through containerization or similar security methods, as specified by
NIST guidelines.

f. When a District-issued cellular telephone is decommissioned, it must be returned to the
IT Department for secure wiping and reconfiguration to ensure no residual data remains
on the device.
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7011.4.3 Data Ownership and Protection
a. Employees must not store sensitive District data, including personally identifiable

information (PII), on personal cellular telephones unless explicitly authorized and
encrypted.

b. Communications and data transmitted via cellular telephones are subject to applicable 
privacy laws, including the California Consumer Privacy Act (CCPA) and California Public
Records Act (CPRA).

c. Employees must use District-approved applications to access email, documents, or other
sensitive data on cellular telephones.

d. All data stored on District-issued cellular telephones, including work-related emails, 
documents, and communications, is the property of BCVWD. Employees must not
delete, transfer, or share District data without prior authorization.

7011.4.4 Prohibited Activities
a. District-issued cellular telephones must not be used for:

i. Downloading unauthorized applications or software.
ii. Storing non-work-related files, media, or software.
iii.     Engaging in activities that violate District policies or local, state, or federal

laws.
b. Using cellular telephones while driving on District business is prohibited unless using a 

hands-free device, in compliance with California Vehicle Code Section 23123.5.

7011.4.5   Monitoring and Privacy
a. BCVWD reserves the right to monitor District-issued cellular telephones for compliance

with this policy. Monitoring includes, but is not limited to, call logs, data usage, and
installed applications. Monitoring will be conducted in accordance with applicable state
and federal laws.

b. Personal communications made on District-issued cellular telephones are not private
and may be subject to disclosure of public records under the CPRA.

c. District-issued cellular telephones are equipped with tracking capabilities for loss or theft
prevention. Employees are required to consent to these measures as a condition of using
District-issued devices. Tracking will be used solely for security and recovery purposes
and will comply with applicable privacy laws.

7011.4.6 Responsibilities
a. Employees are responsible for safeguarding District-issued cellular telephones from

loss, theft, or damage.
b. Employees must immediately report any suspected or actual security incidents involving

District- issued cellular telephones to the IT Department.
c. Supervisors/Department Heads must ensure employees using District-issued cellular

telephones understand and comply with this policy.
d. Employees must take reasonable care of District-issued cellular telephones, ensuring

the device is clean, not physically damaged, and free from unauthorized alterations or
misuse. Employees are prohibited from jailbreaking, rooting, or otherwise tampering with
device software or hardware, or removing protective equipment designed to protect the 
device from damage.
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7011.4.7 California Compliance
a. Cellular telephone use must comply with applicable California laws, including the

California Consumer Privacy Act (CCPA), the California Public Records Act (CPRA), 
and state laws governing electronic communications.

b. Text messages and other communications related to District business are subject to
disclosure under the CPRA.

7011.5 Review and Revision Policy. The Information Technology Department will review the
“Acceptable Use Policy" annually to ensure it remains current and effective in addressing the needs
of the organization and any changes in regulatory or technological requirements. During the review
process, the policy will be evaluated for its effectiveness, compliance with relevant regulations,
alignment with the National Institute of Standards and Technology (NIST), and adherence to
applicable local and state laws governing IT resource usage. Necessary updates or revisions will be
made to ensure the policy continues to meet the district’s requirements and supports its mission.
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ATTACHMENT 2 – STAFF REPORT Item A: 7004 Email and Communication 
  
Executive Summary 
At the January 21, 2025 Personnel Committee meeting, Human Resources (HR) staff proposed 
the establishment of Information Technology (IT) Policy Number 7004, Email and Communication, 
with sections that provide guidelines for authorized use, data protection, retention, and monitoring 
while prohibiting misuse, safeguarding sensitive communications, and promoting efficient, 
professional practices. The IT policy draft ensures the secure, responsible, and compliant use of 
District email systems, aligning with the standards of the National Institute of Standards and 
Technology (NIST) and state regulations such as the California Public Records Act (CPRA) and 
California Consumer Privacy Act (CCPA). After a review, the Personnel Committee approved the 
policy draft for further discussion at the next Regular Board meeting. 
 
Following the recommendation by the Personnel Committee, staff identified a duplicative section 
of the existing Policy Manual, Section 45 Email and Electronic Communication Ethics, Usage and 
Security and proposes replacement and deletion of Section 45 in entirety.  
 
Background 
At the November 19, 2024 meeting, the Director of IT and HR staff requested the Personnel 
Committee review the Employee IT Policy Handbook to ensure alignment with the District’s 
strategic goals, legal requirements, and regulatory standards. The handbook, first drafted in 2014 
and updated annually, outlines technology use, security compliance, and employee expectations. 
On the other hand, the IT and Cybersecurity Policy Manual, created in 2017 and aligned with the 
NIST framework, ensures compliance with evolving standards and best practices. These efforts 
have earned the District the MISAC award for excellence in IT governance and cybersecurity for 
the past two years. 
 
At the January 21, 2025 Personnel Committee meeting, HR staff proposed the establishment of 
IT Policy 7004, Email and Communication, outlining guidelines for authorized use, data protection, 
retention, monitoring, and misuse prevention. The policy ensures secure and compliant use of 
District email systems, aligning with NIST standards and state regulations like CPRA and CCPA. 
HR staff also emphasized the District’s policy on using District emails and messaging applications 
strictly for business purposes to minimize risks and ensure compliance, particularly when CPRA 
requests are made by interested parties. The Committee approved the draft for discussion at the 
next Regular Board meeting. 
 
As part of the ongoing process of all District policies, Legal Counsel reviewed the policy draft to 
ensure compliance with applicable Federal, State and local labor laws.  
 
Discussion 
An Email and Communications IT policy is vital for the District to ensure secure, professional, and 
compliant use of communication systems, protecting sensitive information and maintaining 
operational integrity. Table A, Summary of Policy Sections, outlines the proposed Email and 
Communications (policy) that was drafted by HR and the IT Department.  
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Table A – Summary of Policy Sections 

Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

1 
Part I, 

Section 45, 
Aand B 

NIST, CPRA 
and CCPA 

The District’s IT 
policies are 
aligned with NIST, 
CPRA and CCPA.  

Established 
Section 7004.1 
Introduction 

No fiscal 
impact. 

2 
Part I, 

Section 45, 
Aand B 

NIST, CPRA 
and CCPA 

Secure the 
District’s email and 
communication 
systems.   

Established 
Section 7004.2 
Purpose  

No fiscal 
impact. 

3 No Section NIST, CPRA 
and CCPA 

IT Email and 
Communication 
policies are 
applicable to all 
employees, 
contractors and 
third parties for 
District-related 
functions.     

Established 
Section 7004.3 
Scope.    

No fiscal 
impact. 

4 
Sections 

7004.4.1.1 
to 

7004.4.1.4 

NIST, CPRA 
and CCPA 

The District 
requires all users 
to use the email 
and 
communications 
systems strictly for 
business and to 
maintain 
professionalism. 
Personal accounts 
are also 
prohibited.     

Established 
Sections 
7004.4.1.1 to 
7004.4.1.4 
General Use and 
Ownership.    

No fiscal 
impact.  

5 
Part I, 

Section 45, 
C, vii 

NIST, CPRA 
and CCPA 

District email use 
must follow strict 
security protocols, 
including 
encryption, multi-
factor 
authentication, 
cautious handling 
of unknown 
emails, and 
compliance with 
the Mobile Device 
Management 
Policy. 

Established 
Sections 
7004.4.2, a to d 
Security 
Measures    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

6 
Part I, 

Section 45, 
C, v 

NIST, CPRA 
and CCPA 

District maintains 
business emails 
must be retained 
and archived per 
BCVWD's policy to 
comply with the 
CPRA, and 
deletion of critical 
records requires 
proper 
authorization. 

Established 
Sections 
7004.4.3, a and 
b 
Retention and 
Transparency    

No fiscal 
impact.  

7 
Part I, 

Section 45, 
C, vii to xix 

and xxii 

NIST, CPRA 
and CCPA 

BCVWD maintains 
that work email 
accounts must 
only be used for 
professional 
purposes, 
prohibiting 
inappropriate 
content, personal 
gain, and non-
work-related 
activities. 

Established 
7004.4.4, a to c 
Prohibited 
Activities    

No fiscal 
impact. 

8 
Part I, 

Section 45, 
C, iii 

NIST, CPRA 
and CCPA 

The District highly 
encourage the use 
descriptive subject 
lines for clarity and 
limit "Reply All" to 
essential 
communications to 
maintain email 
efficiency. 

Established 
Sections 
7004.4.5, a to c 
Best Practices    

No fiscal 
impact. 

9 No Section NIST, CPRA 
and CCPA 

The District if 
needed, may 
monitor email 
systems to ensure 
policy compliance 
while adhering to 
state laws and 
respecting 
employee privacy 

Established 
Section 
7004.4.6, a 
Monitoring    

No fiscal 
impact. 
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Row 
Number 

 
Policy 

Section 
State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

10 No 
Sections 

NIST, CPRA 
and CCPA 

Suspected email 
security incidents 
must be reported 
to IT immediately 
and will be 
handled per 
BCVWD's Incident 
Response Policy 
for prompt 
resolution and 
documentation. 

Established 
Sections 
7004.4.7, a and 
b 
Reporting 
Incidents    

No fiscal 
impact. 

11 
Part I, 

Section 45, 
C, iv 

NIST, CPRA 
and CCPA 

The District email 
communications 
comply with the 
CPRA for 
transparency and 
the CCPA to 
protect sensitive 
data. 

Established 
Sections 
7004.4.8, a 
California 
Compliance    

No fiscal 
impact. 

12 
Part I, 

Section 45, 
C, vi 

NIST, CPRA 
and CCPA 

Employees are 
required to 
securely handle 
regulatory, 
disaster-related, 
and water sector 
communications 
while protecting 
confidential 
information in 
email exchanges. 

Established 
Section 
7004.4.9, a and 
b  
Water Sector 
Guidelines 

No fiscal 
impact.  

13 No Section NIST, CPRA 
and CCPA 

BCVWD maintains 
that email 
communications 
with third-party 
vendors must 
adhere to 
BCVWD's security 
standards, with 
vendors following 
secure practices 
per contractual 
agreements. 

Established 
Section 
7004.4.10, a 
Third Party 
Communications    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

14 No Section NIST, CPRA 
and CCPA 

The District 
annually reviews 
the "Email and 
Communication" 
policy to ensure its 
effectiveness, 
compliance with 
regulations, 
alignment with 
NIST standards, 
and adherence to 
local and state 
laws, making 
necessary updates 
to support the 
District's mission. 

Established 
Section 7004.5 
Introduction 

No fiscal 
impact. 

 

 

Fiscal Impact  
There is no fiscal impact in the establishment of this policy. 
 
Attachments 

1. Redlined version of Policy 7004: Email and Communication  
2. Side-by-Side version of Policy 7004: Email and Communication   
3. National Institute of Standards and Technology (NIST) Fact Sheet 
4. California Public Records Act (CPRA) FAQ 
5. California Consumer Privacy Act (CCPA) Summary and Key Issues  
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POLICY TITLE: EMAIL AND COMMUNICATION 
POLICY NUMBER:  7004 

7004.1 Introduction.  Beaumont-Cherry Valley Water District (BCVWD) relies on email and 
communication tools as essential methods for conducting business. This policy ensures these tools 
are used securely, responsibly, and in alignment with the National Institute of Standards and 
Technology (NIST) principles, which provide a framework for cybersecurity and data protection. As a 
California Special District, BCVWD adheres to state regulations, including compliance with the 
California Public Records Act (CPRA) and the California Consumer Privacy Act (CCPA), ensuring 
transparency, accountability, and data security in communications. 

7004.2 Purpose.  The purpose of this policy is to establish guidelines for the appropriate and secure 
use of BCVWD’s email and communication systems, minimize risks such as data breaches and 
misuse, and ensure compliance with NIST standards and California laws. 

7004.3 Scope. This policy applies to all employees, contractors, and third parties who use BCVWD’s 
email and communication systems for business purposes. 

7004.4 Policy Details 
7004.4.1 General Use and Ownership 

a. Employees must use BCVWD’s email and communication systems for authorized
business purposes only. 

b. All emails must use clear, friendly, and business-appropriate language to maintain
professionalism. 

c. Personal email accounts are not permitted for District business use under any
circumstances. 

d. Employees are discouraged from accessing personal email accounts while using District
devices to maintain system integrity and focus on work-related activities. 

7004.4.2 Security Measures 
a. Emails containing sensitive, confidential, or personally identifiable information (PII) must be

encrypted in accordance with NIST standards. 
b. Employees must exercise caution when handling emails from unknown sources to

prevent phishing attacks. Avoid clicking on suspicious links or downloading 
untrusted attachments. 

c. Multi-factor authentication (MFA) is required to access District email accounts to
prevent unauthorized access. 

d. Employees accessing District email via mobile devices must use District-approved
applications and comply with the Mobile Device Management Policy to ensure 
secure communications. 

7004.4.3 Retention and Transparency 
a. Business-related emails are subject to retention and archiving per BCVWD’s Electronic

Data Retention and Records Management Policy to ensure compliance with the California 
Public Records Act (CPRA). 

b. Employees must not delete emails containing critical business information, compliance
records, or other District-related documentation without proper authorization. 

7004.4.4 Prohibited Activities 
a. Sending, receiving, or forwarding inappropriate, offensive, or discriminatory content via
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email is strictly prohibited. 
b. Employees must not use BCVWD’s email system for personal gain, solicitation, or non-

work-related activities. 
c. District-issued email accounts must not be used for personal communications unrelated to

District operations. 

7004.4.5 Best Practices 
a. Use descriptive subject lines to clarify the content of emails and facilitate easier

management of email records. 
b. Limit the use of “Reply All” to essential communications to reduce unnec`essary email traffic

and maintain efficiency. 
c. Avoid sharing passwords or allowing unauthorized access to District email accounts.

 7004.4.6 Monitoring 
a. BCVWD reserves the right to monitor email and communication systems to ensure

compliance with this policy. Monitoring will be conducted in accordance with state laws 
and District procedures to balance security with employee privacy. 

 7004.4.7 Reporting Incidents 
a. Any suspected email-related security incidents, such as phishing attempts, unauthorized

access, or email system breaches, must be reported immediately to the IT Department. 
b. Reported incidents will be addressed in accordance with BCVWD’s Incident Response

Policy, ensuring timely containment, mitigation, and documentation of any breaches. 

 7004.4.8 California Compliance 
a. As a California Special District, BCVWD’s email communications must comply with the

California Public Records Act (CPRA) to ensure transparency and public access to 
records, and California Consumer Privacy Act (CCPA) to safeguard sensitive employee, 
customer, and stakeholder data. 

 7004.4.9 Water Sector Guidelines 
a. Employees must handle regulatory notices, disaster-related communications, and other

water sector specific matters securely, ensuring adherence to District policies and state
requirements.

b. Confidential information related to water infrastructure, vendor communications, customer
specific data, or proprietary data must be protected in all email exchanges. 

 7004.4.10 Third-Party Communications 
a. When engaging with third-party vendors or contractors via email, employees must ensure

that communications adhere to BCVWD’s security standards. Vendors are expected to 
follow secure communication practices as outlined in contractual agreements. 

7004.5 Review and Revision Policy. The Information Technology Department will review the 
"Acceptable Use Policy" annually to ensure it remains current and effective in addressing the needs 
of the organization and any changes in regulatory or technological requirements. During the review 
process, the policy will be evaluated for its effectiveness, compliance with relevant regulations, 
alignment with the National Institute of Standards and Technology (NIST), and adherence to 
applicable local and state laws governing IT resource usage. Necessary updates or revisions will be 
made to ensure the policy continues to meet the district’s requirements and supports its mission.  
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LEARN MORE AT:
FTC.gov/SmallBusiness

Understanding

THE NIST CYBERSECURITY 
FRAMEWORK
You may have heard about the 
NIST Cybersecurity Framework, 
but what exactly is it?
And does it apply to you? 

NIST is the National Institute of Standards and 
Technology at the U.S. Department of Commerce. 
The NIST Cybersecurity Framework helps 

businesses of all sizes better understand, 
manage, and reduce their cybersecurity risk 
and protect their networks and data. The 
Framework is voluntary. It gives your business 
an outline of best practices to help you decide 
where to focus your time and money for 
cybersecurity protection.

You can put the NIST Cybersecurity Framework 
to work in your business in these five areas: 
Identify, Protect, Detect, Respond, and Recover. 

1. IDENTIFY
Make a list of all equipment, software, and data 
you use, including laptops, smartphones, tablets, 
and point-of-sale devices.

Create and share a company cybersecurity 
policy that covers:

2. PROTECT
• Control who logs on to your network and uses

your computers and other devices.

• Use security software to protect data.

• Encrypt sensitive data, at rest and in transit.

• Conduct regular backups of data.

• Update security software regularly, automating
those updates if possible.

• Have formal policies for safely disposing of
electronic files and old devices.

• Train everyone who uses your computers,
devices, and network about cybersecurity.
You can help employees understand their
personal risk in addition to their crucial role
in the workplace.

Roles and responsibilities 
for employees, vendors, and 
anyone else with access to 
sensitive data.

Steps to take to protect against 
an attack and limit the damage if 
one occurs.
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CYBERSECURITY FOR

SMALL BUSINESS

3. DETECT

Monitor your computers 
for unauthorized personnel 
access, devices (like USB 
drives), and software.

Check your network 
for unauthorized 
users or connections.

Investigate any unusual 
activities on your network 
or by your staff.

4. RESPOND
Have a plan for:
• Notifying customers, employees, and others

whose data may be at risk.

• Keeping business operations up and running.

• Reporting the attack to law enforcement and
other authorities.

• Investigating and containing an attack.

• Updating your cybersecurity policy and
plan with lessons learned.

• Preparing for inadvertent events
(like weather emergencies) that may
put data at risk.

Test your plan regularly.

5. RECOVER
After an attack:

Repair and restore the 
equipment and parts of your 
network that were affected.

Keep employees and customers 
informed of your response and 
recovery activities.

For more information on the NIST Cybersecurity Framework and resources for small businesses, 
go to NIST.gov/CyberFramework and NIST.gov/Programs-Projects/Small-Business-Corner-SBC.

LEARN MORE AT:
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12 12LEAGUE OF CALIFORNIA CITIES: THE CALIFORNIA PUBLIC RECORDS ACT

Chapter 2 

The Basics
48

49

50

What are Public Records?

51

52

53

48 Lorig v. Medical Board of Cal. (2000) 78 Cal.App.4th 462, 467; see  “Fundamental Right of Access to Government Information,” p. 6.

49 People v. Lawrence (2000) 24 Cal.4th 219, 230.

50 See  “Exemptions from Disclosure — Protecting the Public’s Fundamental Rights of Privacy and Need for Efficient and Effective Government,” p.6.

51 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252, subd. (e)).

52 Braun v. City of Taft (1984) 154 Cal.App.3d 332, 340; San Gabriel Tribune v. Superior Court (1983) 143 Cal.App.3d 762, 774.

53 Gov. Code, § 7920.545 (formerly Gov. Code, § 6252, subd. (g)).
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13 LEAGUE OF CALIFORNIA CITIES: CALIFORNIA PUBLIC RECORDS ACT

CHAPTER 2: THE BASICS

54

55

56 

57

58

59

Prepared, Owned, Used, or Retained

60

61 

62

63

54 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252(e)); Regents of the University of California v. Superior Court (2013) 222 Cal.App.4th 383, 399; 
Braun v. City of Taft, supra, 154 Cal.App.3d at p. 340; San Gabriel Tribune v. Superior Court, supra, 143 Cal.App.3d at p.774.

55 City of San Jose v. Superior Court (2017) 2 Cal.5th 608, 617. 

56 Regents of the University of California v. Superior Court, supra, 222 Cal.App.4th at p. 399.

57 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252, subd. (e)).

58 City of San Jose v. Superior Court, supra, 2 Cal.5th at p. 618-619.

59 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252, subd. (e)); Regents of the University of California v. Superior Court, supra, 222 Cal.App.4th at pp. 
403–405; Braun v. City of Taft, supra, 154 Cal.App.3d at p. 340; San Gabriel Tribune v. Superior Court, supra, 143 Cal.App.3d at p. 774.

60 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252, subd. (e)).

61 Consolidated Irrigation District v. Superior Court (2013) 205 Cal.App.4th 697, 710; City of San Jose v. Superior Court, supra, 2 Cal.5th at p. 623.

62 Community Youth Athletic Center v. City of National City (2013) 220 Cal.App.4th 1385, 1428; City of San Jose v. Superior Court, supra, 2 Cal.5th at p. 623. 

63 See Anderson-Barker v. Superior Court (2019) 31 Cal.App.5th 528, 541 (“[M]ere access to privately held information is not sufficient to establish possession or 
control of that information.”)
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14LEAGUE OF CALIFORNIA CITIES: CALIFORNIA PUBLIC RECORDS ACT

64

65 

66 

67

68

71

64 Board of Pilot Comm’rs v. Superior Court (2013) 218 CA4th 577, 593. But see Regents of Univ. of Cal. v. Superior Court (2013) 222 Cal.App.4th 383, 399 
(document not prepared, owned, used, or retained by public agency is not public record even though it may contain information relating to conduct of public’s 
business).

65 City of San Jose v. Superior Court, supra, 2 Cal.5th at p. 629; Community Youth Athletic Center v. City of National City, supra, 220 Cal.App.4th at p. 1428.

66 City of San Jose v. Superior Court, supra, 2 Cal.5th at p. 627.

67 Id. at p. 628.

68 Id. at pp. 627-629.

69 See Grand Cent. Partnership, Inc. v. Cuomo (2d. Cir. 1999) 166 F.3d 473, 481 for expanded discussion on the use of affidavit in FOIA litigation.

70 See 44 U.S.C. § 2911(a).

71 See Am. Small Bus. League v. United States SBA (2010) 623 F.3d 1052, (analyzed under FOIA). 
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15 LEAGUE OF CALIFORNIA CITIES: CALIFORNIA PUBLIC RECORDS ACT

CHAPTER 2: THE BASICS

72

73

74

75

76

Metadata

77

PRACTICE TIP:

Agencies that receive requests for metadata or requests for records that include metadata should treat 
the requests the same way they treat all other requests for electronic information and disclose non-
exempt metadata.

78 

72 Gov. Code, § 7920.530, subd. (a) (formerly Gov. Code, § 6252, subd. (e)).

73 Stats. 1970, c. 575, p. 1151, § 2.

74 Gov. Code, § 7920.545 (formerly Gov. Code, § 6252, subd. (g)); Stats. 2002, c. 1073.

75 Gov. Code, § 7920.545 (formerly Gov. Code, § 6252, subd. (g)).

76 Braun v. City of Taft (1984) 154 Cal.App.3d 332, 340, citing “Assembly Committee on Statewide Information Policy California Public Records Act of 1968. 1 
Appendix to Journal of Assembly 7, Reg. Sess. (1970).” 

77 Lake v. City of Phoenix (2009) 218 P.3d 1004, 1008; O’Neill v. City of Shoreline (2010) 240 P.3d 1149, 1154; Irwin v. Onondaga County (2010) 895 N.Y.S.2d 262, 
268.

78 Gov. Code, § 7922.585, subds. (a), (b) (formerly Gov. Code, § 6254.9, subds. (a), (b)).
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16LEAGUE OF CALIFORNIA CITIES: CALIFORNIA PUBLIC RECORDS ACT

79

80

Computer Mapping (GIS) Systems

81

Specifically Identified Records 

82 

83 
84

85 

What Agencies are Covered?

86

87

79 Gov. Code, § 7922.585, subd. (b) (formerly Gov. Code, § 6254.9, subd. (a)).

80 Gov. Code, § 7922.585, subd. (d) (formerly Gov. Code, § 6254.9, subd. (d)).

81 Sierra Club v. Superior Court (2013) 57 Cal.4th 157, 170. See also County of Santa Clara v. Superior Court (2009) 170 Cal.App.4th 1301.

82 Gov. Code, § 7928.700 (formerly Gov. Code, § 6253.31).

83 Gov. Code, § 7924.510 (formerly Gov. Code, § 6254.7). But see Masonite Corp. v. County of Mendocino Air Quality Management District (1996) 42 Cal.App.4th 
436, 450–453 (regarding trade secret information that may be exempt from disclosure).

84 Gov. Code, § 7928.400 (formerly Gov. Code, § 6254.8). But see Versaci v. Superior Court (2005) 127 Cal.App.4th 805, 817 (holding that reference in a public 
employee’s contract to future personal performance goals, to be set and thereafter reviewed as a part of, and in conjunction with, a public employee’s performance 
evaluation does not incorporate such documents into the employee’s performance for the purposes of the Act).

85 Gov. Code, § 7928.720 (formerly Gov. Code, § 6261).

86 Gov. Code, § 7920.540, subd. (a) (formerly Gov. Code § 6252, subd. (f)). Excluded from the definition of state agency are those agencies provided for in article IV 
(except section 20(k)) and article VI of the Cal. Constitution.

87 Gov. Code, § 7920.510 (formerly Gov. Code, § 6252, subd. (a)).
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17 LEAGUE OF CALIFORNIA CITIES: CALIFORNIA PUBLIC RECORDS ACT

CHAPTER 2: THE BASICS

88

89 
90

91

92 

Who Can Request Records?

93

94

95

96

97

98 

88 The Cmty. Action Agency of Butte Cty. v. Superior Court (2022) 79 Cal. App. 5th 221, 237 (adopting a four-factor test to determine whether a nonprofit entity 
is “another local public agency” under the PRA; the factors are: (1) whether the entity performs a government function, (2) the extent to which the government 
funds the entity’s activities, (3) the extent of government involvement in the entity’s activities, and (4) whether the entity was created by the government).

89 Gov. Code, § 7920.510 (formerly Gov. Code, § 6252, subd. (a)) (“[L]ocal agency includes…[a]n entity that is a legislative body of a local agency pursuant to 
subdivision (c) or (d) of Section 54952 [of the Brown Act].”). See e.g., 85 Ops.Cal.Atty.Gen 55 (2002) (PRA covered private nonprofit corporation formed for the 
purpose of providing programming for a cable television channel set aside for educational use by a cable operator pursuant to its franchise agreement with a city 
and subsequently designated by the city to provide the programming services).

90 Gov. Code, §§ 7920.510, 7920.510 (formerly Gov. Code, § 6252, subds. (a), (b); Michael J. Mack v. State Bar of Cal. (2001) 92 Cal.App.4th 957, 962–963.

91 Gov. Code, § 9070 et. seq.

92 Overstock.com v. Goldman Sachs Group, Inc. (2014) 231 Cal.App.4th 471, 483–486; Pantos v. City and County of San Francisco (1984) 151 Cal.App.3d 258, 263; 
Champion v. Superior Court (1988) 201 Cal.App.3d 777, 288; Craemer v. Superior Court (1968) 265 Cal.App.2d 216, 220.

93 San Gabriel Tribune v. Superior Court (1983) 143 Cal.App.3d 762.

94 Gov. Code, § 7920.520 (formerly Gov. Code, § 6252, subd. (c)); Connell v. Superior Court (1997) 56 Cal.App.4th 601.

95 Gov. Code, § 7921.305 (formerly Gov. Code, § 6252.5); Los Angeles Unified School Dist. v. Superior Court (2007) 151 Cal.App.4th 759; Dixon v. Superior Court 
(2009) 170 Cal.App.4th 1271, 1279.

96 Gov. Code, § 7921.305 (formerly Gov. Code, § 6252.5).

97 Marylander v. Superior Court (2002) 81 Cal.App.4th 1119; Los Angeles Police Dept. v. Superior Court (1977) 65 Cal.App.3d 661; Dixon v. Superior Court (2009) 
170 Cal.App.4th 1271. See “Information That Must Be Disclosed,” p. 40; “Requests for Journalistic or Scholarly Purposes,” p. 42.

98 Gov. Code, § 7921.310 (formerly Gov. Code, § 6252.7). 
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ATTACHMENT 3 – STAFF REPORT Item B: 7006 Password 

Executive Summary 
At the January 21, 2025 Personnel Committee meeting, HR staff proposed IT Policy 7006 
Password, outlining robust password management practices aligned with NIST standards and 
California cybersecurity regulations. The policy establishes clear requirements for password 
creation, management, and enforcement to protect BCVWD’s systems and sensitive data, 
minimize unauthorized access, and ensure regulatory compliance. After a review, the Personnel 
Committee approved the policy draft for further discussion at the next Regular Board meeting. 

As part of the ongoing process of all District policies, Legal Counsel reviewed the policy draft to 
ensure compliance with applicable Federal, State and local labor laws. 

Discussion 
The Password policy is essential for safeguarding BCVWD's systems, data, and operations by 
ensuring secure password management practices that align with regulatory requirements and 
industry standards. Table A, Summary of Policy Sections, outlines the proposed Password policy 
that was drafted by HR and the IT Department.  

Table A – Summary of Policy Sections 

Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

1 No Section NIST 

 Align with NIST 
practices and comply 
with State 
cybersecurity 
regulations. 

Established 
Section 7006.1 
Introduction 

No fiscal 
impact. 

2 No Section NIST 

Password required to 
protect BCVWD’s IT 
resources while 
aligning with NIST 
guidelines and 
California 
cybersecurity laws. 

Established 
Section 7006.2 
Purpose  

No fiscal 
impact. 

3 No Section NIST  

Policy is applicable 
to all individuals 
accessing BCVWD’s 
IT systems, 
applications, devices, 
and password-
protected resources, 
including employees, 
contractors, and third 
parties. 

Established 
Section 7006.3 
Scope.    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

4 
Part I, 

Section 45, 
C, ii 

NIST 

Passwords are 
required to meet 
complexity 
standards, use 
passphrases for 
security, change 
default passwords 
immediately, and 
avoid generic or 
shared accounts 
unless authorized 
and monitored by IT. 

Established 
Sections 
7006.4.1, a to d 
Password 
Creation and 
Complexity    

No fiscal 
impact.  

5 
Part I, 

Section 45, 
C, ii 

NIST 

Requires employees 
not to reuse 
passwords, store 
them insecurely, or 
use previously used 
passwords, while 
changes are required 
only for security 
concerns; IT 
evaluates policies 
periodically, and 
automated 
notifications ensure 
prompt reporting of 
unauthorized 
changes. 

Established 
Sections 
7006.4.2, a to e 
Password 
Management    

No fiscal 
impact. 

6 No Section NIST 

The District requires  
Multi-factor 
authentication (MFA) 
for accessing 
BCVWD systems 
and remote tools, 
with employees 
promptly reporting 
lost secondary 
authentication 
methods to maintain 
security. 

Established 
Sections 
7006.4.3, a to c 
Multi-Factor 
Authentication 
(MFA)    

No fiscal 
impact.  
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

7 No Section NIST 

Passwords and 
access codes must 
remain confidential, 
never be shared, and 
follow strict security 
standards, with all 
reset requests and 
suspected 
compromises 
promptly reported 
and handled through 
secure IT channels. 

Established 
Sections 
7006.4.4, a to e 
Password 
Protection    

No fiscal 
impact. 

8 No Section NIST 

User accounts will 
lock after three failed 
login attempts and 
remain inaccessible 
for 30 minutes or 
until IT verifies the 
user’s identity and 
unlocks the account. 

Established 
Sections 
7006.4.5, a and 
b 
Account Lockout  

No fiscal 
impact. 

9 No Section NIST 

Administrative 
accounts use unique, 
complex passwords, 
shared accounts 
require IT approval 
and monitoring, and 
vendors must comply 
with BCVWD's 
password policies, 
including MFA and 
complexity 
standards. 

Established 
Sections 
7006.4.6, a to c 
Special 
Considerations 
for System 
Accounts    

No fiscal 
impact. 

10 No Section NIST and 
CCPA 

The IT Department 
audits password 
compliance, log 
failed login attempts 
to detect security 
threats, and enforce 
disciplinary actions 
for non-compliance, 
including account 
suspension. 

Established 
Sections 
7006.4.7, a to c 
Monitoring and 
Enforcement    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

11 No Section NISTand  
CCPA 

The District 
passwords comply 
with CCPA to protect 
sensitive data. 

Established 
Section 
7006.4.8, a 
California 
Compliance  

No fiscal 
impact. 

12 No Section NIST and 
CCPA 

Passwords for water 
sector-specific 
systems must follow 
enhanced security 
standards, undergo 
annual penetration 
testing, and include 
customized policies 
for critical systems, 
with periodic 
changes for high-risk 
accounts based on 
IT risk assessments. 

Established 
Sections 
7006.4.9, a to d 
Water Sector 
Guidelines    

No fiscal 
impact.  

13 No Section NIST 

In emergencies like 
disaster recovery, 
the IT Department 
may implement 
temporary password 
overrides, ensuring 
all actions are 
logged, monitored, 
documented, and 
reviewed post-
incident to restore 
compliance. 

Established 
Section 
7006.4.10, a 
Emergency 
Situations  

No fiscal 
impact. 

14 No Section NIST 

The District requires 
employees undergo 
regular training on 
secure password 
practices, covering 
strong password 
creation, phishing 
prevention, and 
credential protection 
as part of BCVWD’s 
Security Awareness 
Program. 

Established 
Section 
7006.4.11, a 
Awareness and 
Training 

No fiscal 
impact as 
training is 
done 
through 
Vector 
Solutions. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

15 No Section NIST 

The District annually 
reviews the 
Password Policy to 
ensure its 
effectiveness, 
compliance with 
regulations, 
alignment with NIST 
standards, and 
adaptability to 
emerging 
technologies, 
updating it as 
needed. 

Established 
Section 7006.5 
Maintenance 

No fiscal 
impact. 

Fiscal Impact  
There is no fiscal impact in the establishment of this policy. 

Attachments 
Redlined version of Policy 7006: Password
Side-by-Side version of Policy 7006: Password
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POLICY TITLE: PASSWORD 
POLICY NUMBER:  7006 

7006.1 Introduction. Beaumont-Cherry Valley Water District (BCVWD) recognizes that strong 
password practices are essential for protecting access to its systems, networks, and sensitive data. 
This policy establishes password management requirements aligned with the National Institute of 
Standards and Technology (NIST) standards, ensuring secure access while minimizing risks 
associated with unauthorized access or data breaches. As a California Special District, BCVWD ensures 
compliance with applicable state regulations and cybersecurity best practices. 

7006.2 Purpose . The purpose of this policy is to define requirements for the creation, management, 
and use of passwords to safeguard BCVWD’s IT resources, ensuring alignment with NIST guidelines 
and compliance with California’s privacy and cybersecurity laws. 

7006.3 Scope. This policy applies to all employees, contractors, and third parties who access 
BCVWD’s IT systems, applications, devices, voicemail systems, physical security systems (e.g., gate 
codes, alarm codes), or other password-protected resources. 

7006.4 Policy Details 
7006.4.1 Password Creation and Complexity 

a. Passwords must meet complexity requirements, including a mix of uppercase and
lowercase letters, numbers, and special characters. 

b. Passphrases, such as a sequence of random words, are encouraged for greater
memorability and security 

c. Default passwords provided with devices, systems, or applications must be changed upon
first use. 

d. Generic passwords or shared accounts should not be used unless explicitly authorized
by the IT Department for a specific operational purpose. These accounts must have 
passwords that change periodically and be closely monitored. 

7006.4.2 Password Management 
a. Employees must not reuse passwords across multiple accounts or use passwords

previously used for BCVWD systems. 
b. Password changes are only required when there is evidence of compromise or as directed

by the IT Department. 
c. Passwords must not be written down or stored in plain text. Employees are encouraged to

use a District-approved password manager for secure storage. 
d. Employees will receive automated email notifications whenever a password change is

made to their account. If a user does not recognize the change, they must report it 
immediately to the IT Department. 

e. The IT Department will periodically evaluate the effectiveness of password policies,
including lifecycle requirements, based on evolving threat landscapes and best practices, 
ensuring passwords meet security needs without imposing unnecessary user burden. 

7006.4.3 Multi-Factor Authentication (MFA) 
a. Multi-factor authentication (MFA) is required whenever possible for accessing BCVWD

systems, email, and sensitive applications to enhance security. 
b. Employees must promptly notify the IT Department if they lose access to their secondary

authentication method (e.g., mobile device, hardware token). 
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c. Passwords for remote access tools, such as VPN or remote desktop applications, must
meet complexity requirements and be protected by multi-factor authentication (MFA) when 
possible, to ensure secure access from external networks. 

7006.4.4 Password Protection 
a. Passwords must not be shared under any circumstances, including non-computer systems

such as mobile devices, voicemail systems, gate codes, and alarm codes. 
b. Any requests for passwords, regardless of the source, must be directed to the IT

Department for verification and handling. Employees must report any suspected password 
compromises to the IT Department immediately. 

c. Temporary or one-time passwords issued by the IT Department must be used only for their
intended purpose and changed immediately upon first login. 

d. Password reset requests must be submitted through secure channels, such as the IT
helpdesk portal, and verified using identity confirmation methods (e.g., employee ID 
verification or multi-factor authentication). 

e. Passwords and access codes for physical security systems (e.g., gate codes, alarm
codes) must adhere to the same confidentiality and complexity standards as IT passwords. 
These codes must be updated periodically and immediately upon suspected 
compromise. 

7006.4.5 Account Lockout 
a. User accounts will be locked after three (3) consecutive failed login attempts to prevent

unauthorized access. 
b. Locked accounts will remain inaccessible for 30 minutes or until unlocked by authorized IT

personnel after verifying the user’s identity. 

7006.4.6 Special Considerations for System Accounts 
a. Administrative and system accounts must use unique, complex passwords that are

different from user-level accounts. 
b. Shared accounts (e.g., service accounts) must be approved by the IT Department,

including enhanced logging and monitoring, and be limited to use cases where individual 
accounts are impractical. Each use of a shared account must be traceable to an individual 
user. 

c. Vendors and contractors accessing BCVWD systems must adhere to the same
password requirements, including complexity, change intervals, and MFA. Contractors 
requiring shared accounts must obtain written approval from the IT Department. 

7006.4.7 Monitoring and Enforcement 
a. The IT Department will conduct periodic audits of password compliance and security

practices. 
b. Non-compliance with the Password Policy may result in disciplinary actions, including

suspension of account access. 
c. Failed login attempts will be logged and reviewed periodically by the IT Department to

identify patterns of potential unauthorized access or brute-force attack attempts. 

7006.4.8 California Compliance 
a. BCVWD’s password practices comply with the California Consumer Privacy Act (CCPA)

and other applicable state cybersecurity regulations to ensure data protection. 
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7006.4.9 Water Sector Guidelines 
a. Passwords used to access water sector-specific systems (e.g., SCADA or water quality

monitoring systems) must adhere to enhanced security requirements as directed by NIST 
and industry best practices. 

b. Periodic penetration testing will be conducted at least annually to evaluate the strength of
password controls, identify vulnerabilities, and address risks to both IT and operational
technology systems.

c. Critical systems such as SCADA must use customized password policies that address their
unique security and operational requirements. 

d. High-risk accounts, such as administrative or SCADA accounts, may require periodic
password changes based on risk assessments conducted by the IT Department. 

7006.4.10Emergency Situations 
a. In emergency scenarios, such as disaster recovery or major system failures, the IT

Department may implement temporary password overrides or bypass measures. These 
measures must be logged, monitored, and documented, with a full review conducted post-
incident to ensure compliance is restored. 

7006.4.11  Awareness and Training 
a. Employees will receive periodic training on secure password practices as part of BCVWD’s

Security Awareness and Training Program. Topics include creating strong passwords, 
avoiding phishing attempts, and protecting credentials. 

7006.5 Review and Revision Policy. The Information Technology Department will review the 
"Acceptable Use Policy" annually to ensure it remains current and effective in addressing the needs of 
the organization and any changes in regulatory or technological requirements. During the review 
process, the policy will be evaluated for its effectiveness, compliance with relevant regulations, 
alignment with the National Institute of Standards and Technology (NIST), and adherence to applicable 
local and state laws governing IT resource usage. Necessary updates or revisions will be made to 
ensure the policy continues to meet the district’s requirements and supports its mission
. 
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ATTACHMENT 4 – STAFF REPORT Item C: 7011 Cellular Telephone Usage 

Executive Summary 
At the January 21, 2025 Personnel Committee meeting, HR staff proposed IT Policy 7011 Cellular 
Telephone Usage, outlining guidelines for the secure and responsible use of District-issued and 
personal devices for work purposes. Aligned with NIST standards, California laws, and water 
sector regulations, the policy aims to protect sensitive data, ensure compliance, and support 
operational efficiency while reducing risks such as data breaches and misuse. The Committee 
approved the policy draft for presentation at the next Regular Board meeting. 

As part of the ongoing process of all District policies, Legal Counsel reviewed the policy draft to 
ensure compliance with applicable Federal, State and local labor laws. 

Discussion 
The Cellular Telephone Usage policy is crucial for ensuring the secure, compliant, and efficient 
use of cellular devices in conducting District business while protecting sensitive data and adhering 
to regulatory standards. Table A, Summary of Policy Sections, outlines the proposed Cellular 
Telephone Usage policy that was drafted by HR and the IT Department.  

Table A – Summary of Policy Sections 

Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

1 No 
Section NIST 

Employees follow 
established Cellular 
Telephone Usage 
policy. 

Established 
Section 7011.1 
Introduction 

No fiscal 
impact. 

2 No 
Section NIST 

Employees are 
responsible for 
proper use and 
security, of District 
issued cellular 
telephones. 

Established 
Section 7011.2 
Purpose  

No fiscal 
impact. 

3 No 
Section NIST 

The Password policy 
has been applicable 
to all employees 
using District-issued 
or personal cellular 
phones for work, 
including accessing 
District systems, 
data, or 
communications. 

Established 
Section 7011.3 
Scope.    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

4 
Sections 

7011.4.1.1 
to 

7011.4.1.3 
NIST 

District-issued 
phones are for work 
purposes with limited 
personal use, 
personal phones 
require IT 
authorization for 
District activities, and 
all usage must follow 
professional 
standards and 
District policies. 

Established 
Sections 
7011.4.1, a to c 
General Use    

No fiscal 
impact. 

5 No 
Section NIST 

District-issued, and 
authorized personal 
phones, meet NIST 
security standards, 
including encryption 
and strong 
authentication, while 
being enrolled in the 
Mobile Device 
Management 
program, with 
immediate reporting 
of lost devices and 
secure 
decommissioning 
processes. 

Established 
Sections 
7011.4.2, a to f 
Security 
Requirements   

No fiscal 
impact. 

6 No 
Section NIST 

Sensitive District 
data is required to 
only be stored, or 
accessed, on 
authorized and 
encrypted devices 
using District-
approved 
applications, with all 
data on District-
issued phones 
considered BCVWD 
property and subject 
to privacy laws. 

Established 
Sections 
7011.4.3, a to d 
Data Ownership 
and Protection    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

7 
Sections 

7011.4.4.1 
to 

7011.4.4.2 

NIST and CA 
Vehicle 
Code § 
23124 

District-issued 
phones must not be 
used for 
unauthorized apps, 
non-work files, or 
policy-violating 
activities, and hands-
free devices are 
required for phone 
use while driving on 
District business. 

Established 
Sections 
7011.4.4, a and 
b 
Prohibited 
Activities    

No fiscal 
impact. 

8 No 
Section 

NIST and 
CPRA 

BCVWD may monitor 
District-issued 
phones for 
compliance, with 
personal 
communications 
subject to CPRA 
disclosure, and 
tracking enabled for 
security and recovery 
purposes in line with 
privacy laws. 

Established 
Sections 
7011.4.5, a to c 
Monitoring and 
Privacy    

No fiscal 
impact. 

9 No 
Section NIST 

Employees are 
required to safeguard 
District-issued 
phones, report 
security incidents 
promptly, maintain 
devices responsibly, 
and avoid tampering, 
while supervisors 
ensure compliance 
with the policy. 

Established 
Sections 
7011.4.6, a to d 
Responsibilities   

No fiscal 
impact. 

10 No 
Section 

NIST, CPRA 
and CCPA 

Cellular phone use 
must comply with 
California laws, 
including the CCPA 
and CPRA, with 
District-related 
communications 
subject to CPRA 
disclosure. 

Established 
Sections 
7011.4.7, a and 
b 
California 
Compliance    

No fiscal 
impact. 
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Row 
Number 

Policy 
Section 

State / 
Federal Law 
requirement 

BCVWD current 
practice 

Added/Revised 
Sections 

Fiscal 
Impact of 
Option 

11 No 
Section NIST 

BCVWD annually 
reviews the Cellular 
Telephone Usage 
Policy to ensure its 
effectiveness, 
compliance with 
regulations, 
alignment with NIST 
standards, and 
adaptability to 
emerging 
technologies, 
updating it as 
needed. 

Established 
Section 7011.5 
Review and 
revision 

No fiscal 
impact. 

Fiscal Impact  
There is no fiscal impact in the establishment of this policy. 

Attachments 
Redlined version of Policy 7011: Cellular Telephone Usage
Side-by-Side version of Policy 7011: Cellular Telephone Usage
California Vehicle Code § 23124 Summary

Staff Report prepared by Ren Berioso, Human Resources Manager 
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Policy Title: Cellular Telephone Usage 
Policy Number: 7011  

7011.1 Introduction . Beaumont-Cherry Valley Water District (BCVWD) recognizes the 
importance of cellular telephones for conducting District business efficiently and securely. This policy 
establishes guidelines for the proper use and management of District-issued and personal cellular 
telephones to ensure compliance with National Institute of Standards and Technology (NIST) 
principles, California laws, and water sector regulations. By implementing these standards, BCVWD 
ensures the protection of sensitive data and operational integrity. 

7011.2 Purpose. The purpose of this policy is to define the appropriate use, security requirements, 
and responsibilities related to cellular telephones used for District-related activities. The policy aims to 
minimize risks such as data breaches, unauthorized access, and misuse, while ensuring compliance 
with NIST cybersecurity standards, California laws, and public records regulations. 

7011.3 Scope. This policy applies to all employees, contractors, and third parties who use District-
issued or personal cellular telephones for work-related purposes, including access to District systems, 
data, or communications. 

7011.4 Policy Details 
7011.4.1 General Use 

a. District-issued cellular telephones are provided exclusively for work-related purposes.
Personal use must be limited to incidental activities that do not interfere with work 
responsibilities or result in excessive costs to the district. 

b. Personal cellular telephones must not be used for District-related activities unless explicitly
authorized under the Bring Your Own Device (BYOD) Policy and approved by the 
Information Technology Department. 

c. Cellular telephone usage must adhere to professional and ethical standards and comply
with all applicable District policies, including the Acceptable Use Policy. 

7011.4.2 Security Requirements 
a. District-issued cellular telephones must be configured to meet NIST security guidelines,

including: 
i. Full Device Encryption
ii. Strong Authentication
iii. Automatic Lockout after a maximum of 5 minutes of inactivity

b. Employees must report lost, stolen, or compromised District-issued cellular telephones to
the IT Department immediately. The IT Department will remotely lock or wipe the device to 
prevent unauthorized access. 

c. Personal cellular telephones authorized for District use must comply with security
requirements outlined in the BYOD Policy and Mobile Device Management Policy, 
including encryption and password protection. 

d. Cellular telephones used to access District systems must be enrolled in the District’s Mobile
Device Management (MDM) program for enhanced monitoring and compliance. 

e. District-issued cellular telephones must maintain a separation between personal and work-
related data through containerization or similar security methods, as specified by NIST 
guidelines. 

f. When a District-issued cellular telephone is decommissioned, it must be returned to the IT
Department for secure wiping and reconfiguration to ensure no residual data remains on the 
device. 
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7011.4.3 Data Ownership and Protection 
a. Employees must not store sensitive District data, including personally identifiable

information (PII), on personal cellular telephones unless explicitly authorized and 
encrypted. 

b. Communications and data transmitted via cellular telephones are subject to applicable
privacy laws, including the California Consumer Privacy Act (CCPA) and California Public 
Records Act (CPRA). 

c. Employees must use District-approved applications to access email, documents, or other
sensitive data on cellular telephones. 

d. All data stored on District-issued cellular telephones, including work-related emails,
documents, and communications, is the property of BCVWD. Employees must not delete, 
transfer, or share District data without prior authorization. 

7011.4.4 Prohibited Activities 
a. District-issued cellular telephones must not be used for:

i. Downloading unauthorized applications or software.
ii. Storing non-work-related files, media, or software.
iii. Engaging in activities that violate District policies or local, state, or federal laws.

b. Using cellular telephones while driving on District business is prohibited unless using a
hands-free device, in compliance with California Vehicle Code Section 23123.5. 

7011.4.5   Monitoring and Privacy 
a. BCVWD reserves the right to monitor District-issued cellular telephones for compliance

with this policy. Monitoring includes, but is not limited to, call logs, data usage, and installed 
applications. Monitoring will be conducted in accordance with applicable state and federal 
laws. 

b. Personal communications made on District-issued cellular telephones are not private and
may be subject to disclosure of public records under the CPRA. 

c. District-issued cellular telephones are equipped with tracking capabilities for loss or theft
prevention. Employees are required to consent to these measures as a condition of using
District-issued devices. Tracking will be used solely for security and recovery purposes and
will comply with applicable privacy laws.

7011.4.6  Responsibilities 
a. Employees are responsible for safeguarding District-issued cellular telephones from loss,

theft, or damage. 
b. Employees must immediately report any suspected or actual security incidents involving

District- issued cellular telephones to the IT Department. 
c. Supervisors/Department Heads must ensure employees using District-issued cellular

telephones understand and comply with this policy. 
d. Employees must take reasonable care of District-issued cellular telephones, ensuring the

device is clean, not physically damaged, and free from unauthorized alterations or misuse. 
Employees are prohibited from jailbreaking, rooting, or otherwise tampering with device 
software or hardware, or removing protective equipment designed to protect the device 
from damage. 

7011.4.7 California Compliance 
a. Cellular telephone use must comply with applicable California laws, including the California

Consumer Privacy Act (CCPA), the California Public Records Act (CPRA), and state laws
governing electronic communications.

b. Text messages and other communications related to District business are subject to
disclosure under the CPRA. 
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7011.5 Review and Revision Policy. The Information Technology Department will review 
the"Acceptable Use Policy" annually to ensure it remains current and effective in addressing the 
needs of the organization and any changes in regulatory or technological requirements. During the 
review process, the policy will be evaluated for its effectiveness, compliance with relevant regulations, 
alignment with the National Institute of Standards and Technology (NIST), and adherence to 
applicable local and state laws governing IT resource usage. Necessary updates or revisions will be 
made to ensure the policy continues to meet the district’s requirements and supports its mission. 
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2023 California Code
Vehicle Code - VEH
DIVISION 11 - RULES OF THE ROAD
CHAPTER 12 - Public Offenses
ARTICLE 1 - Driving Offenses
Section 23124.

Universal Citation:
CA Veh Code § 23124 (2023)

Previous Next

23124. (a) This section applies to a person under the age of 18 years.

(b) Notwithstanding Sections 23123 and 23123.5, a person described in subdivision (a) shall
not drive a motor vehicle while using a wireless telephone or an electronic wireless
communications device, even if equipped with a hands-free device.

(c) A violation of this section is an infraction punishable by a base fine of twenty dollars
($20) for a first offense and fifty dollars ($50) for each subsequent offense.

(d) A law enforcement officer shall not stop a vehicle for the sole purpose of determining
whether the driver is violating subdivision (b).

(e) Subdivision (d) does not prohibit a law enforcement officer from stopping a vehicle for a
violation of Section 23123 or 23123.5.

Go to Previous Versions of this Section

1/13/25, 12:57 PM California Vehicle Code § 23124 (2023) :: 2023 California Code :: US Codes and Statutes :: US Law  :: Justia
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(f) This section does not apply to a person using a wireless telephone or a mobile service
device for emergency purposes, including, but not limited to, an emergency call to a law
enforcement agency, health care provider, fire department, or other emergency services
agency or entity.

(g) For the purposes of this section, “electronic wireless communications device” includes,
but is not limited to, a broadband personal communication device, specialized mobile radio
device, handheld device or laptop computer with mobile data access, pager, and two-way
messaging device.

(Amended by Stats. 2013, Ch. 754, Sec. 1. (SB 194) Effective January 1, 2014.)

Previous Next

Disclaimer: These codes may not be the most recent version. California may have more current or
accurate information. We make no warranties or guarantees about the accuracy, completeness, or
adequacy of the information contained on this site or the information linked to on the state site. Please
check official sources.

This site is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.

1/13/25, 12:57 PM California Vehicle Code § 23124 (2023) :: 2023 California Code :: US Codes and Statutes :: US Law  :: Justia
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Beaumont-Cherry Valley Water District
Regular Board Meeting

February 27, 2025
Item 5

STAFF REPORT
TO: Board of Directors

FROM: Dan Jaggers, General Manager

SUBJECT: Request for Update to Will-Serve Letter for Proposed Phase 2 of Wolverine 
Project Located North of Prosperity Way and East of Potrero Boulevard 
(Previously Known as Parcel Map 34209 and Crossroads Logistics Center)

Staff Recommendation
Review the request for update to Will-Serve Letter for water service for the proposed continued
industrial development (Wolverine Phase 2) located at Riverside County Assessor’s Parcel 
Number (APN) 424-050-016 north of Prosperity Way and east of Potrero Boulevard within the 
City of Beaumont, and:

1. Consider the Will-Serve Letter for the Project:
a. Approve the application and furnish the update to Will-Serve Letter per conditions 

as enumerated, or
b. Deny the application for update to Will-Serve Letter for water service.

Executive Summary
The Applicant, Donna Shin, has requested potable and non-potable water service from the District 
for a proposed 26.65-acre industrial development (Wolverine Phase 2 or Project) which is 
composed of an industrial building which contains office and warehouse space. The Project is 
located within the District’s Sphere of Influence and the District’s Service Boundary; therefore, 
annexation will not be required.

Table 1 – Project Summary
Applicant Donna Shin
Owner / Developer McDonald Property Group
Development Type Industrial
Development Name Wolverine (Phase 2)
Annexation Required (Yes/No) No
Estimated Potable Consumption 9.4 EDUs
Estimated Non-Potable Consumption 16.1 EDUs
Estimated Total Water Consumption 25.5 EDUs

Background

At the November 10, 2004, Regular Board Meeting, the Board of Directors approved the Will-
Serve Letter request for a project identified as the Crossroads Logistics Center (see Attachment 
1 – Crossroads Logistics Center Original Site Plan). This project proposed five (5) buildings 
totaling approximately 2,822,674 square feet of industrial building. At this time, the Board of 
Directors did not quantify the water allocated for the Project (see Attachment 2 – Crossroads 
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Logistics Center Original Will-Serve Letter). Following the Board approval of the Will-Serve Letter, 
the Applicant paid Facilities Fees for 1.88 Equivalent Dwelling Units (EDUs). 

Prior to development, the Crossroads Logistics Center was conditioned to construct the water 
infrastructure required to serve their project. This included a 24-inch potable water DIP (2750 PZ) 
transmission main within Fourth Street and an 18-inch potable water DIP (2750 PZ) transmission 
main within Distribution Way, Prosperity Way, and Logistics Way. This also included a 24-inch 
non-potable water DIP (2800 PZ) transmission main within Fourth Street, a 12-inch non-potable 
water DIP (2800 PZ) distribution main within Distribution Way, and an 8-inch non-potable water 
DIP (2800 PZ) distribution main within Prosperity Way and Logistics Way. The Applicant is not 
subject to front-footage fees for Phase 2 of the Wolverine project as they constructed the 
infrastructure required to serve their Project including the pipeline fronting the project.

By 2016, the Crossroads Logistics Center had separated into two projects: the Wolverine project 
and the Cherry project. The Wolverine project consisted of two phases of construction. Phase 1 
consisted of a 720,000 square foot+ industrial warehouse (Phase 1) and Phase II (future) building 
consisting of a proposed 580,800 square foot industrial warehouse located north of Prosperity 
Way. The two buildings as phased are shown on Attachment 3 – Wolverine Project Phasing. 
Phase 2 of the Wolverine project has been reduced to a building consisting of a 457,444 square 
foot industrial warehouse. The Cherry project (Amazon building) consisted of a 639,478+ square 
foot industrial warehouse.

At the December 12, 2018 Regular Board Meeting, the Board of Directors approved the Change 
of Service Request for the overall project (the Wolverine project and Cherry project) and updated 
the water allocation for both the Cherry project and Phase 1 of the Wolverine project. A summary 
of the 2018 update to the EDUs is shown in Table 2, below. The Table below references the 
different phases of the project as parcels in which the parcel boundaries can be found more clearly 
in Attachment 3.

Table 2 – Summary of Estimated Water Demands for Crossroads Logistics Center in 
EDUs1,2

Parcel Description
Original Approved 

Project
2018 Updated 
Consumption

Potable 
Water

Non-Potable 
Water

Potable 
Water

Non-Potable 
Water

1 Wolverine 
(Phase 2) 0 0 0 0

2 Wolverine 
(Phase 1) 1.88 0 11.67 13.15

3 Cherry 
project 0 0 69.00 16.664

TOTAL (EDUs) - 1.88 0 80.67 29.81
TOTAL (GPD) - 1,090 0 46,789 17,290
1. This Table is a modified version of Table 2 from the December 12, 2018 Regular Board Meeting Agenda (Item 7).
2. The values in this table assume 1 EDU = 580 gal/day.
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Phase 1 of the Wolverine project started construction in 2016 and finished construction sometime 
in 2018. The Cherry project started construction in 2018 and finished construction sometime in 
2020. It is the understanding of District staff that Facilities Fees have not been paid for Phase 2 
of the Wolverine project. 

Discussion
The Applicant has identified a need for domestic (potable) and irrigation (non-potable) water 
service for Phase 2 of the Wolverine project and has worked with District staff to determine their 
estimated on-site domestic and irrigation demands, which are shown in Table 3, below.

Table 3 – Estimated Water Consumption for Wolverine Phase 2

Description Estimated 
Consumption (GPD)

Estimated 
Consumption 

(EDUs)
Domestic (Potable) Water Consumption 4,575 9.4

Irrigation (Non-Potable) Water Consumption 7,820 16.1
Total Water Consumption 12,395 25.5

1. The values in this table reflect 1 EDU = 487 GPD
2. The Demands presented in Table 3, above are estimated and the Applicant will need to return to the Board at a later date if the 

actual consumptions exceed those identified in Table 3, above.

The Applicant will be required to install a fire service connection to meet fire suppression needs. 
The Applicant will be required to install dedicated irrigation meters (DIMs) due to State legislation 
related to Making Conservation a California Way of Life. The Applicant will be required to take 
irrigation service from the 8-inch non-potable waterline within Prosperity Way. 

Upon approval of service, the Applicant shall pay all applicable District deposits and fees, 
including, but not limited to, water capacity charges, non-tract water service installation charges, 
inspection deposits, and GIS deposits. 

Final domestic and irrigation meter sizes will be determined by the Applicant. Fire flow 
requirements will be determined by the City of Beaumont Fire Department and will dictate actual 
required fire suppression needs of the Project. 

The Applicant will also be conditioned to secure final project approvals from the City of Beaumont 
for the project development prior to construction.

Conditions of Development
Prior to final Project development, the following conditions must be met:

1. The Applicant shall conform to all District requirements (including the Regulations 
Governing Water Service) and/or all City of Beaumont requirements.

2. The Applicant will be required to prepare water improvement plans and execute a water 
facilities and mainline extension agreement for facilities associated with servicing the 
Project and pay all deposits, fees, construction and inspection costs related to said 
facilities. The plans shall be in accordance with District standards and shall include the 
proposed service connections (and meters) for proposed improvements. Said plans shall 
be approved by the District prior to construction.
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3. The Applicant shall construct the water improvements in accordance with the water 
improvement plans identified previously. 

4. The Applicant shall install a fire service connection(s) to support the City of Beaumont Fire 
Department’s requirement for off-site and/or on-site fire suppression.

5. The Applicant will be required to pay for additional storage relating to the Project’s 
volumetric quantity of water greater than the baseline fire flow demand (1,000 gpm for 2 
hours).

6. The Applicant will be required to install dedicated irrigation meters or DIMs for the Project’s 
irrigation demands per the Making Conservation a California Way of Life Regulation.

7. The District reserves the right to review annual consumption data (water consumption 
audit) and adjust the Applicant’s capacity charges (facilities fees) at final buildout of the 
project and when project facilities are fully utilized for any amount greater than 25.5 EDUs 
(9.4 EDUs [4,575 gpd] for the domestic demand and 16.1 EDUs [7,820 gpd] for the 
irrigation demand) as identified in Table 3.

8. To minimize irrigation consumption, the District requires the Applicant to conform to the 
City of Beaumont “Landscape Standards” Ordinance pertaining to water efficient 
landscape requirements, and the following:

a. Landscaped areas which have turf, shall have “smart irrigation controllers” which 
use Evapotranspiration (ET) data to automatically control the watering. Systems 
shall have an automatic rain sensor to prevent watering during and shortly after 
rainfall, automatically determine watering schedule based on weather conditions, 
and not require seasonal monitoring changes. Orchard areas, if any, shall have 
drip irrigation. 

b. Landscaping in non-turf areas should be drought-tolerant, consisting of planting 
materials which are native to the region. Irrigation systems for these areas should 
be drip or bubbler type. 

c. Per the Landscaping Ordinance, drought tolerant landscaping shall not be modified 
by the property owner. 

d. Conversion of drought-tolerant landscaping to turf is prohibited.

Fiscal Impact
No negative impact to the District. All fees and deposits will be paid by the Applicant prior to 
providing service.

Attachments
1. Crossroads Logistics Center Original Site Plan
2. Crossroads Logistics Center Original Will-Serve Letter
3. Wolverine Project Phasing
4. Wolverine Phase 2 Site Plan
5. Wolverine Phase 2 Will-Serve Letter Application

Staff Report prepared by Evan Ward, Associate Civil Engineer I
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Attachment 2 - Crossroads Logistics Center Original Will-Serve Letter
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Attachment 5 - Wolverine Phase 2 Will-Serve Letter Application
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Beaumont-Cherry Valley Water District
Regular Board Meeting

February 27, 2025
Item 6

STAFF REPORT
TO: Board of Directors

FROM: Dan Jaggers, General Manager

SUBJECT: Nominations for California Special Districts Association Board of 
Directors, Southern Network Seat B

Staff Recommendation
If desired, one of the following:

A. Nominate a BCVWD Board member or the general manager to stand for election to the
California Special Districts Association (CSDA) Board of Directors

B. Take no action.

Executive Summary 
The CSDA Elections and Bylaws Committee is seeking any interested elected Board member or 
general manager to stand for election to serve the 2026-2028 term. The CSDA Board of Directors
is the governing body responsible for guiding the Association’s legislative and member benefit 
programs. There is a significant time commitment to serve on the CSDA Board, including bi-
monthly meetings in Sacramento, committee meetings three to five times per year, mandatory 
attendance of at least two conferences, and completion of the Leadership Academy. The duties 
and responsibilities of a CSDA Board member are outlined in Attachment 2. 

Background
BCVWD is a member of the California Special Districts Association (CSDA), a non-profit 
organization formed to promote good governance and improved core local services through 
professional development, advocacy and other services for all types of independent special 
districts. The CSDA is governed by an 18-member Board of Directors elected from the 
membership in six geographic networks. BCVWD is part of the Southern Network. 

Summary 
The incumbent in Southern Network Seat B is Don Bartz, general manager of Phelan Pinon Hills 
Community Services District, who is running for re-election.

In lieu of making a nomination of a BCVWD Board member or general manager, the Board may 
choose to cast a vote for another candidate in the election scheduled for June.

Should the Board choose to make a nomination, the deadline for submittal of the nomination is 
April 11, 2025 for placement on the ballot.
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Given the current workload of the general manager and the District overall, and the and 
the potential fiscal impact, staff recommends no nomination at this time.

Fiscal Impact
If a BCVWD Board member or general manager were elected, potentially significant expenses 
would be incurred to fulfill the duties of the office. The fiscal impact to the District would include 
registration, travel, accommodations and meals, expenses to / from CSDA conferences and 
trainings (such as the Leadership Academy), and potential additional expenses incurred that are 
not reimbursed to the elected Board member by CSDA.  Additional unknown incidental expenses 
and director per diems or staff time will be incurred.

Attachment(s)
1. CSDA Board of Directors Call for Nominations – Seat B
2. CSDA Policy 2.16: Board Commitments & Responsibilities

Staff Report prepared by Lynda Kerney, Executive Assistant
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Date Approved: 11/8/2013 

Date Amended:  03/13/2015, 11/13/15, 09/02/16, 01/20/17, 01/19/18, 1/17/2020 

Overview:  
The Board of Directors is responsible for ensuring the Association’s long-term financial 
stability and integrity. Directors ensure the Association fulfills its mission to promote 
good governance and improved core local services through professional development, 
advocacy and other services for all types of independent special districts. In order to 
foster the Association’s continued viability and growth, effective member engagement 
and sufficient revenue are essential. Accordingly, Directors pledge to be active 
participants and promote the Association and its services. 

Core Commitments: 
1. Support the approved CSDA mission statement, vision statement, and

Board beliefs.

2. Advocate for the Association and its members.

3. Serve as a part of a unified governing body.

4. Govern within Board policies, standards and ethics.

5. Dedicate the time and energy necessary to be effective.

6. Represent and make policy decisions based on the impact to the entire
special districts community.

7. Respect the individual views of Directors, then collectively support Board
decisions.

8. Communicate as a cohesive Board of Directors with a common vision and
voice.

9. Operate with the highest standards of integrity and trust.

Policy 2.16: Board Commitments & Responsibilities 
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Date Approved: 11/8/2013 

Date Amended:  03/13/2015, 11/13/15, 09/02/16, 01/20/17, 01/19/18, 1/17/2020 

Duties & Responsibilities: 
General Participation 

1. Regularly attend Board meetings – a Board member may be dismissed
after three unexcused absences.

2. Actively participate in decision-making by being familiar with issues and
prepared to address all agenda items.

3. Participate in setting CSDA policy, budget approval and establishing the
direction for the Association through the Strategic Plan.

4. Actively participate as a member of at least one and no more than two
CSDA committees – Board Officers may participate in more than two
committees as required in the CSDA Bylaws and Board Policy Manual.

5. Attend the Association’s annual conference and legislative days and
participate in other meetings/events.

Governance & Training 
1. Complete all four modules of CSDA’s Special District Leadership

Academy (SDLA) within 2 years of being elected/appointed to the CSDA
Board of Directors prior to the expiration of a CSDA Board Member’s full-
term of office. If not completed by the end of the full-term, the CSDA
Board Member shall be ineligible to run for re-election on the CSDA Board
of Directors unless they are registered to attend the next available SDLA
event.

2. Attend Board member orientation training provided by CSDA.

3. Provide CSDA electronic certificates for posting on the CSDA website
indicating current and successful completion of AB1234 (Ethics Training),
AB1825 (Harassment Prevention Training), and graduation from the
CSDA Special District Leadership Academy (SDLA).

Association Programs 
1. Actively understand and encourage participation in CSDA partner

programs (SDRMA, CSDA Finance Corporation, SDLF) as well as other
CSDA endorsed services within your district, chapter, Network service
area and statewide.
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Date Approved: 11/8/2013 

Date Amended:  03/13/2015, 11/13/15, 09/02/16, 01/20/17, 01/19/18, 1/17/2020 

CEO Performance Evaluation 

1. Complete and submit the annual Chief Executive Officer (CEO)
performance evaluation form by the designated due date. A written
request to be excused from submitting the CEO evaluation form may be
submitted to the CSDA President for consideration. The CSDA President
shall determine if the request is approved or denied using Board Policy:
2.17-Excused Absences as guidance. If the CEO evaluation is not
completed by a CSDA Board Member that has not been excused, that
individual shall be ineligible to run for re-election on the CSDA Board of
Directors upon completion of their term.

Advocacy, Recruitment & Retention 
1. Encourage timely responses from your district and service area to CSDA

legislative calls to action and other grassroots efforts. Play an active
grassroots role within your service area and participate in grassroots
campaigns coordinated by CSDA.

2. Advocate for CSDA with an emphasis on building relationships and
furthering the understanding/awareness of special districts and the
Association within your service area, chapter and statewide.

3. Promote CSDA membership and engagement opportunities in ways
appropriate within your service area (i.e. sponsorships, advertisers,
exhibitors, speakers, professional development opportunities, services,
programs, etc.).

Finance 
1. Read and understand CSDA financial statements and otherwise assist

the Board in fulfilling its fiduciary responsibility.
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Beaumont-Cherry Valley Water District
Regular Board Meeting

February 27, 2025
Item 7

STAFF REPORT
TO: Board of Directors

FROM: Dan Jaggers, General Manager

SUBJECT: Discussion of Data Scrubbing Services - LeoWeb Protect Services

Staff Recommendation
Discussion of available online web privacy protection / scrubbing services.

Executive Summary
A Board of Directors member requested staff agendize data related to scrubbing services which 
are offered by certain vendors. Staff researched these services and related legal, ethical, and 
First Amendment considerations, and consulted with District legal counsel, and have summarized 
the findings below. 

Background
A web privacy protection service that scrubs content refers to a company that actively removes 
an individual’s personal information from various online databases and people search sites. It 
essentially "scrubs" the digital footprint to protect privacy by limiting the amount of accessible data 
about an individual on the internet. In addition to the requested LEO Web Protect, staff located 
other service providers such as DeleteMe, Incogni, Erase.com, and Privacy Bee, which all 
specialize in sending removal requests to data brokers on a person’s behalf.

Web privacy scrubbing services scan the web for an individual’s personal information on data 
broker sites and send automated requests to remove it. These services appear in the LEO Web 
Protect Services to be generally focused on law enforcement personnel, based on review of the 
attached literature. These may reduce the risk of identity theft, spam, and unwanted marketing by 
limiting the amount of publicly available personal data. The data most likely does not provide any 
benefit, or be applicable to, the District as an entity.  

Discussion
District legal counsel has advised that it is unlikely that a public entity could find a public purpose 
in an expenditure to have a consultant provide these services for elected positions. Per California 
law, funds for public purpose must be spent to benefit the public, and such an expenditure might 
be construed as a gift of public funds to an individual. 

Fiscal Impact
Cost of services provided by LEO Web Protect, Inc. appear to have an account base cost per 
year of at least $1,000 (higher if sizeable internet web presence). 

Attachments
1. LEO Web Protect brochure

Staff Report prepared by Lynda Kerney, Executive Assistant
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